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A. APPROACH 

The Massachusetts Information Technology Division (ITD), acting on behalf of the 
IT Commission, enlisted IBM Business Consulting Services (IBM) to provide a 
“high- level assessment of the Commonwealth of Massachusetts’ information 
technology infrastructure, systems development, and governance.”12  The results of 
IBM’s “As Is” Assessment are documented in this section of the Commission’s Final 
Report.  Although Commonwealth security was assessed as part of this effort, IBM’s 
observations about the current environment have been removed from this document 
and provided to the IT Commission under separate cover.  Due to the sensitive nature 
of this information, these observations are not available for public distribution.   

From these “as is” observations, the IBM team assisted the IT Commission in 
developing a high- level, strategic framework of recommendations, and a roadmap for 
implementing these recommendations.  This information is provided in later sections 
of this report.   

IBM’s “As Is” Assessment was divided into two distinct areas:  Governance and IT 
Strategy.  Research in each area was conducted by specialists working in parallel 
teams according to IBM’s Ascendant™ IT Management Performance Improvement 
methodology (ITM-PI).  This methodology promotes a comprehensive view of 
enterprise IT by considering factors in each of five topic areas: 

• Strategy:  What business and IT strategies are 
in place, how effectively and 
economically do they support the 
business, and how does the 
business exercise control over IT? 

• Delivery:  How are resources 
organized, monitored, and 
managed to deliver existing IT 
services and to develop new 
ones? 

• Technology:  How are 
technology trends identified, how 
effective is the technology 
architecture, how adaptable is the 
architecture to emerging technologies, 
and how is technology deployed? 

                                                 
12 “IT Commission Enterprise IT Strategy Consultant,” Statement of Work Between the Commonwealth of 
Massachusetts and IBM Corporation , Nov 2002: 1. 
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• People :  How are human resources managed, what are the skills and attitudes 
of users and IT staff within the enterprise, and what is their readiness to 
embrace change? 

• Systems :  What functionality is provided by application systems, what 
deficiencies exist in the information provided by them, and what unsatisfied 
demands exist? 

In conducting the “As Is” Assessment, the IBM team interviewed more than 50 
individuals representing all three branches of government, including many 
representatives from Commonwealth agencies.13  IBM also facilitated several focus 
group sessions, including one with CIOs from various Commonwealth agencies, and 
one with ITD agency liaisons to discuss the IT Bond Fund allocation process.  
Additionally, IBM’s technical specialists reviewed materials concerning the 
Commonwealth’s Managing for Results initiative, documentation from the                
e-Government initiative, previous reports on the Commonwealth’s data center and 
networks, and the Commonwealth’s existing enterprise policies, architecture, and 
standards. 

The IBM team conducted best practice research to support the “As Is” Assessment.  
The team researched public and private sector best practices, utilizing information 
from leading market research firms (e.g., Gartner, Meta, IBM Endowment for the 
Business of Government), and industry organizations and periodicals (e.g., Center for 
Digital Government, IBM Institute for Business Value, National Association of State 
CIOs, IT Governance Institute, Information Systems Audit and Control Association, 
Massachusetts Technology Collaborative, Governing, Government Technology).  
Members of the IT Commission, representing industry leaders such as AMS, Cisco 
Systems, DSD Labs, EDS, Harvard Pilgrim Health Care, Harvard University’s 
Kennedy School of Government, Sun Microsystems, and Verizon, participated 
actively by providing valuable insight into market trends, competitive landscape, and 
best practices in information technology governance and strategy.  As part of this 
engagement, the IBM team Web-enabled the Commonwealth’s existing application 
database, which was developed originally as a Y2K initiative, so agencies can update 
this information directly over the Internet.      

The IT Commission engaged the IBM team to perform a high-level assessment of the 
current environment, upon which to develop a high- level strategic framework of 
recommendations, and a roadmap for implementing these recommendations.  Due to 
the aggressive timeframe for completing the “As Is” Assessment, IBM did not 
conduct a comprehensive, in-depth assessment of the Commonwealth’s information 
technology resources, organization, operations, and results.   

                                                 
13 Appendix B provides a complete list of interviewees. 
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B. GOVERNANCE: GUIDING THE ENTERPRISE FORWARD 

An enterprise must be well governed to be well managed.  An enterprise, by the 
breadth and complexity of its nature, requires a more innovative and flexible 
approach to governing than provided by more traditional models, which were 
developed to oversee the functions of an IT organization.  Enterprise governance 
depends on collaboration and stakeholder involvement to leverage IT infrastructure 
across governmental and geographical boundaries, in order to realize new 
opportunities for service delivery and operational economies of scale.  Governing in 
an enterprise environment requires leadership, business direction, an effective 
organizational structure, and oversight mechanisms.  Funding and procurement are 
key tactical elements of implementing an enterprise strategy successfully.   

Today, we are inundated with news about the new economy and its demands for 
innovation, rapid response, consumer options, vigorous competition, and dedication 
to customer service.  e-Government is entering a new phase, where business, citizen, 
and employee interactions with government will no longer be just transactions-based, 
but much more interactive – transforming the delivery of public services over the 
coming years.  The factors necessary for governments to be performance leaders in 
this environment are the same as for their private sector counterparts: 

o Leverage technology as an enabler; 

o Deliver timely, accurate, accessible services that are customer-centric; 

o Create effective use of enterprise assets and technology in line with strategic 
objectives; 

o Be cost efficient and create revenue growth opportunities; and 

o Develop an organization and people who can act and react in a market- leading 
way. 

The need for individual governmental entities to act decisively and coordinate efforts 
in these areas can be met only through effective governance that guides the enterprise 
forward, leveraging collective strengths to achieve dramatic results. 

Objectives of IT Governance include ensuring that IT strategy is aligned with overall 
business strategy to maximize benefit to the business, ensuring that IT resources are 
safeguarded and used in a responsible and ethical manner, and that IT-related risks 
are addressed through appropriate controls and managed to minimize risk and 
exposure. 

This Governance section is organized into key topic areas:  enterprise direction, IT 
oversight, and funding and procurement.  It discusses the governance environment in 
Massachusetts today, key observations related to the current environment, and 
considerations for IT Commission members. 
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1. Current Governance Environment 

The Commonwealth’s Chief Information Officer (CIO) is the Director of the 
Information Technology Division (ITD) of the Executive Office for 
Administration and Finance, and has the title of Assistant Secretary for 
Information Technology.  The CIO is appointed by the Secretary of 
Administration and Finance.  The office of the CIO was established by statute in 
1996 and strengthened in 1998 to include approval authority for information 
technology projects that are undertaken by agencies within the authority of the 
governor and exceed two hundred thousand dollars.  Massachusetts is one of 17 
states in which the CIO manages an IT function that is a division or department, 
and is not adjunct to the Governor’s office.14  In Massachusetts, the CIO is 
responsible for both policy-making and for IT infrastructure and operations.  
Massachusetts does not have an IT oversight board.  

The Commonwealth has a highly decentralized organizational structure, with 
more than 170 agencies, independent authorities, and constitutional offices 
spanning three branches of government and a tradition of independence.  The 
Commonwealth’s annual operating budget is approximately $23 billion.  ITD 
reports IT expenditures by state government last year totaled $420 million. 15  The 
magnitude of the total IT spending picture in Massachusetts – including state and 
local government – is even greater however, with the Center for Digital 
Government estimating Massachusetts IT spending in 2002 upwards of               
$1 billion. 16 

Massachusetts is recognized nationally as a leader in IT, ranking first among 
states for high technology jobs17 and embracing technology for economic 
development.  Massachusetts also ranks high in the areas of broadband 
telecommunications, educational attainment of its workforce, and access to 
venture capital.  Academic institutions in Massachusetts are world-class leaders in 
IT innovation and research.  The Commonwealth has a number of successful and 
innovative IT initiatives to leverage, including its IT Bond Fund, State portal 
(Mass.Gov), and other e-government initiatives. 

Within Massachusetts, ITD serves as the central IT services bureau, managed by 
the CIO.  ITD offers the following services to Commonwealth secretariats, 
departments, agencies, boards, and commissions:   

                                                 
14 NASCIO, Compendium of Digital Governments in the States, Jan 2002. 
15 ITD, “Commonwealth of Massachusetts Information Technology Annual Report”, Information Technology 
Bulletin, vol. 8, number 3, Summer 2002. 
16 Center for Digital Government, “State and Local Government:  Trends and Opportunities”, Government 
Technology Conference, Nov 2001. 
17 Progressive Policy Institute, The 2002 State New Economy Index, Jun 2002. 
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§ Application development and support for enterprise systems (human 
resources, payroll, Internet services) 

§ Application hosting and support, and database management through the 
Commonwealth’s data center 

§ Help desk support (CommonHelp) 

§ IT security management 

§ Network management (MAGNET, wide area network) 

§ Policy and planning 

§ IT consulting support 

§ Review and approval of IT investment briefs 

§ Central mail processing 

§ Electronic e-mail management (MassMail) 

§ Managing Commonwealth Information Warehouse services 

§ Managing the Human Resources and Compensation Management System 
(HR/CMS) 

§ Coordinating and managing e-Government initiatives 

§ Managing ITD chargebacks and billings. 

ITD has approximately 240 staff whose annual salaries total $14M.  This central 
staffing level compares with an additional 1,260 IT staff in agencies statewide, 
whose combined annual salary requirements approximate $71M.18  
Commonwealth agencies vary widely in the sophistication of their IT staff and 
operations.  For example, the Department of Revenue and the UMass system each 
operate their own data centers. 

 The IT Commission has been mandated by the Legislature to develop an 
enterprise IT strategy for the Commonwealth.  The Legislature defined enterprise 
broadly to encompass all three branches of government.  Clearly, development of 
an effective governance structure will require collaboration and cooperation to 
achieve this enterprise vision.  Part of this challenge will be balancing the view of 
technical infrastructure as a utility, similar to telephones and plumbing, against 
the constitutional independence of the separate branches of government and 
control of their internal operations. 

                                                 
18 Peter J. Quinn, personal interview, 12 Dec 2002. 
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2. Key Observations  

This section describes the IBM team’s observations of the “as is” governance 
environment in Massachusetts, in the areas of enterprise direction, IT oversight, 
and funding and procurement.  

ENTERPRISE DIRECTION 

Enterprise direction establishes the top- level, strategic business objectives that the 
enterprise is aiming to achieve.  Without a strategy for operating as an enterprise, 
government continues to operate in silos and forfeits the opportunity to realize the 
tangible, operational benefits of implementing an enterprise approach.  An 
enterprise strategy sets the direction and priorities for IT investment and decision-
making, and enables IT resources to effectively support the ultimate goals of the 
enterprise.   

a. The Commonwealth does not have an enterprise direction that represents all 
stakeholder groups, or a mechanism for establishing one. 

The Commonwealth of Massachusetts does not have a strategic direction for 
defining and achieving the business objectives of the enterprise, and for 
operating as an enterprise.  In the absence of such strategic business direction, 
ITD has used the Governor’s stated goals or legislative direction, much of 
which is documented in the annual budget development and appropriations 
processes, or ITD’s internal perspective on Commonwealth priorities, to direct 
IT investment.  This approach, while logical, is inadequate for ensuring that 
the business interests and priorities of all stakeholders in the enterprise are 
considered.  Massachusetts does not have an adequate forum for creating a 
coordinated effort to innovate the business of government through technology.  
The Commonwealth CIO is not at the table, to listen or advise, when cabinet-
level business leaders discuss the need, or opportunity, for cross-agency 
collaboration.  There is no consistent forum for determining how IT can 
deliver the functions of government more ubiquitously and efficiently, or for 
ensuring that IT investment improves the performance of the enterprise as a 
whole.   

b. Massachusetts needs executive-level leadership to achieve collaboration and 
leverage IT investments across the enterprise.    

Recognition of the value of enterprise IT management is emerging among 
government leaders in the Commonwealth.  This recognition has emerged 
through leaders’ exposure to e-Government initiatives, through experiencing 
the challenges of undertaking large projects on their own, or through not being 
able to maximize the benefits of IT investments in systems due to the lack of 
enterprise planning.   
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To succeed in presenting a “single face of government” to citizens, an IT 
enterprise requires collaboration among senior executives to dispel silos and 
leverage IT investments across agencies, branches of government, and levels 
of government.  The severe fiscal environment and increased security 
awareness make the need for executive leadership even more imperative.   

As noted above, the Commonwealth does not have a single forum, such as an 
IT Board or Commission, to facilitate these discussions.  The CIO Council is 
an effort by the Commonwealth CIO to foster the sense of an IT community 
among ITD’s executive team and agency CIOs.  While a very positive and 
well-received effort, it cannot substitute for executive- level leadership, which 
is critical to broadening the vision, setting the collaborative tone, and 
committing the organization.  Business innovation often leads to cultural 
change, and executive leadership is essential to effective change management.   

Senior executives are important as champions for the needs and benefits of the 
enterprise, whether it be in budget deliberations with the Legislature, 
addressing the public through the media, or facilitating partnerships with other 
organizations.  The gubernatorial transition, the formation of the IT 
Commission, and the beginning of a new legislative session provide an 
excellent opportunity for the Commonwealth to exercise executive- level 
leadership in IT. 

IT OVERSIGHT 

There are two elements to the provision of IT oversight:  governance, and control 
of IT.  Governance refers to the methods by which senior executives decide and 
oversee IT policies, services, and investments.  For Massachusetts, it includes 
both the role and authority of the CIO, as well as the CIO’s relationship to other 
executive- level stakeholders and authorizing entities.  It also involves the legal 
framework for managing IT.  Control of IT refers to the degree and effectiveness 
of senior management control over IT priorities, resources, expenditures, and 
processes to influence and evaluate IT success.  It includes the routine monitoring, 
control, and reporting against plans and budgets to senior executives.  Cost 
management, budget control, asset tracking, competitive bidding practices, and 
analysis of unsatisfied demand are all examples of practices that contribute to 
sound enterprise management and control of IT investment and performance. 

c. Massachusetts has a weak IT governance structure, including the role of the 
CIO. 

The enterprise governance challenge transcends the boundaries of authority 
for all three branches of government.  In Massachusetts, the CIO is not a 
cabinet- level position, and the CIO’s responsibilities for service delivery 
extend beyond the scope of his authority.  Although the CIO is given statutory 
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approval authority over IT investment projects under the Governor’s purview 
that exceed two hundred thousand dollars, Commonwealth CIOs have never 
exercised this power to stop a failing project once it has been initiated.  
Massachusetts does not have a formal IT Board or Commission that is 
authorized to determine strategy, establish policy, prioritize investment, 
oversee projects, and evaluate IT success. There is no active, executive- level 
business representation in IT governance in Massachusetts.  (When we use the 
term “business” here and elsewhere in this report, we are referring to business 
management staff within government, and not to external participation by 
private sector business leaders.) 

d. Massachusetts does not have defined processes for enterprise IT oversight. 

The Commonwealth does not have an enterprise IT project management 
oversight function in state government.  Once IT projects are approved for 
initiation, active monitoring of project progress or outcomes by the enterprise 
is not performed consistently.  There are no standards to guide project 
implementation by agencies, and no metrics to gauge accountability for 
results.  Decisions to initiate projects do not provide adequate insight into the 
total cost of ownership.  While there has been some progress in developing 
and implementing enterprise applications, ownership of the development 
process has been reactive, with ITD assuming a leadership role in the absence 
of strong business leader ownership.  To maximize the effectiveness of the 
enterprise, all three branches of government should conform to enterprise IT 
standards and processes. 

e. There may be legal barriers to implementing an enterprise approach to IT. 

The Legislature charged the IT Commission with recommending, “…an 
enterprise-wide strategy, including all 3 branches of government and the 
constitutional offices, for the commonwealth’s information technology 
infrastructure, system development and governance.”19   It may be challenging 
to construct an IT governance authority that proves acceptable across these 
governmental boundaries.  For example, in 1974, the Massachusetts Supreme 
Judicial Court ruled that, “…the Judicial Branch does not have the freedom to 
relinquish to another branch responsibility for or control over facilities critical 
to the internal operation of the courts system.”20  The Commission may need 
to evaluate technology in a new perspective, perhaps viewing IT infrastructure 
like a utility, to negotiate common ground that proves acceptable to all 
members of the enterprise.  The enabling legislation for the Information 

                                                 
19 “An Act Providing for Certain Information Technology Improvements,” Chapter 142 of the Acts of 2002 
(Commonwealth of Massachusetts, 2002). 
20 Hon. Barbara A. Dortch-Okara, letter to the MA Secretary for Administration and Finance, 27 Mar 2001. 
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Technology Division provides authority specific to, “…commonwealth 
secretariats, departments, agencies, boards and commissions….”21 An IT 
enterprise governance structure will require new authorizing legislation that 
grants or allocates oversight authority across the enterprise.  Also, the 
Commission may encounter specific legal obstacles related to potential 
recommendations, in areas such as outsourcing, where we understand that the 
Pacheco Law effectively restricts privatization in Massachusetts.22  Similarly, 
the absence of authorizing legislation may prove to be a barrier in instances 
such as electronic signatures and a public records law that is conducive to 
electronic government.  Finally, it is difficult for legislation to keep pace with 
technology.  For example, legislative or regulatory direction on transaction 
fees and chargeback policies, and the timing of these decisions relative to the 
appropriations process, may act as a deterrent to agencies’ participation in 
e-government initiatives due to the lack of lead time in agencies’ budgeting 
processes. 

FUNDING AND PROCUREMENT 

Funding and procurement must facilitate an enterprise approach, or they can 
become barriers to its successful implementation.  There must be accountability 
for expenditures so that the Commonwealth knows how much money it is 
spending in the aggregate on IT investments and operations, and can make 
informed decisions on ways to improve efficiency and avoid duplication.  
Procurement vehicles should enable the Commonwealth to leverage its buying 
power with suppliers, and respond rapidly to evolving requirements.  The 
Commonwealth should have an inventory of existing IT assets as a baseline for 
guiding future decision making about IT investments and joint 
purchasing/development opportunities.  The Commonwealth should identify 
opportunities for leveraging federal funds.  Funding should be used 
opportunistically to deliver ancillary benefits that advance the IT objectives of the 
enterprise as a whole, not just perform the stovepiped purpose for which the 
funding may have been appropriated originally.  For example, if the federal 
government provides funding to support homeland security initiatives, there may 
be an opportunity for the Commonwealth to broaden the positive impact on the 
State’s IT infrastructure if IT-related security investment decisions are not made 
in isolation.  The mirror image may be true for funds that are granted by the 
Commonwealth to local governments:  the Commonwealth should have visibility 
into whether or not it is funding multiple projects in a community, where each 
project may be using the same state infrastructure and could achieve their end 
results more efficiently through cooperation.   

                                                 
21 M.G.L. Part I, Title II, Chapter 7, Section 4A. 
22 Robin A. Johnson, “How to Navigate the Politics of Privatization,” Reason Public Policy Institute, Jul 2002: 
5. 
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Flexible Solicitation 

State and local agencies normally submit such detailed specifications for IT solutions that IT 
vendors end up simply replicating these specifications to qualify. This process precludes the 
possibility that other solutions may be better suited to tackle the original problem. State and local 
agencies are now creating simplified, outcome-based solicitations that allow vendors to apply 
their creativity in designing solutions. In reviewing these solutions, agencies take the following 
into account 

• Best value — Cost is often the overriding factor for state and local agencies partnering 
with private-sector vendors. However, as agencies increase their reliance on IT and become 
more sophisticated in procurement, factors such as vendor reliability and reputation, life cycle 
cost of equipment, and measurable improvement in service delivery afforded by the solution 
become greater factors. 

• Timeliness — With federal mandates, matching grants and block grants, projects 
typically must be completed by certain deadlines. Agencies must often weigh the time to 
implement a project with available funding mechanism and service delivery requirements. 

• Burden on the agency — Agencies have become aware that the implementation of a 
solution is only part of the cost. Ongoing maintenance, ability to integrate with other systems 
and scalability are also key cost components. Agencies now can review these criteria in 
addition to just the price tag. 

Compliance with overall agency objectives —With the new e-government initiatives, proposed 
solutions would often have to comply with a much-broader vision for the jurisdiction. 

Source: Gartner Dataquest, Trends in State and Local Governments, 19 Mar 2002, 21-3.

 

 

 

 

 

 

 

 

 

 

 

 

 

Finally, there is a need to balance the availability of funding between tactical 
spending (e.g., ongoing maintenance) and strategic investment, and to provide 
more visibility in decision making about total cost of ownership.  Agencies need 
more visibility upfront into the budget impacts from e-government initiatives 
(e.g., transaction costs), or increases in chargebacks and overhead rates.  These 
negative impacts would be less burdensome to agencies if costs could be planned 
for in the annual appropriations process. 

f. The IT Bond Fund provides an extraordinary opportunity for strengthening 
the Commonwealth’s IT infrastructure; however, Massachusetts would benefit 
from improved project management discipline and oversight in the allocation 
process.   

Massachusetts is lauded nationally for having the foresight to fund its IT 
infrastructure as a capital investment.  Even in this year’s severe budget 
environment, the Commonwealth approved a $300 million IT Bond III as a 
measure of its commitment to improving IT in Massachusetts.  We strongly 
support this mechanism as a means for furthering the Commonwealth’s IT 
goals.  However, the IT Bond allocation process could be strengthened to 
increase the effectiveness of these investment dollars through increased 
collaboration between and among ITD and agencies during the development 
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of investment briefs, establishing criteria for what types of investments are 
funded appropriately as capital projects, restricting the use of bond funds for 
maintenance purposes, assisting agencies in establishing the business case for 
IT investments based on operating budget impact and total cost of ownership, 
developing project management and performance metrics, and instituting a 
process for more consistent project oversight following project initiation.  The 
Commonwealth’s development of an enterprise business direction would be 
highly beneficial in influencing investment decisions made with IT Bond 
funds. 

g. There are opportunities to improve procurement practices to better support 
enterprise IT management.  

Massachusetts participates in a multi-state governmental statewide contract 
mechanism (with New Hampshire, Rhode Island, and Vermont) known as the 
ITS07 contract to procure IT services in a number of categories including 
technical specialists, contract personnel, solution providers, and software 
publishers.  The goal of this initiative is to provide the best value for agencies 
(and municipalities and non-profit organizations) seeking to procure IT-
related services.  This contract vehicle could be improved to support the 
management of resulting vendor IT services by including standard IT-related 
terms and conditions in the ITS07 contract (such as warranties, for example) 
or requiring vendor compliance with ITD policies and standards as a condition 
of any resulting vendor contracts.  Also, contracts that are not flexible over 
time may put the Commonwealth at risk for high pricing and obsolete 
technology based on changes that occur in the marketplace.   

ITD, in conjunction with the Operational Services Division, manages an 
annual “Big Buy” program every spring to assist agencies in leveraging their 
purchasing power at fiscal year-end to procure desktop equipment and 
peripherals with available funding.  The Commonwealth should consider 
funding and expanding this effort so that this type of leveraged hardware 
purchase is available to agencies on a continual basis throughout the fiscal 
year, rather than relying on the expenditure of potential reversions at year-end 
as the only means to fund technology refreshment in some agencies. 

Since the majority of the Commonwealth’s application development is 
outsourced to vendors, vendor management needs to become a core 
competency for state agencies.  Agencies that are more skilled in vendor 
management have greater success in implementing IT projects on schedule 
and within budget. 
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3. Commission Considerations  

As the Commission prepares to use the results of this “As Is” Assessment to 
develop a collective vision for the future governance and control of IT in the 
Commonwealth, the IBM team offers the following questions to assist 
Commission members in thinking about options for addressing these issues. 

§ How broadly should the Commonwealth define its IT enterprise? 

§ How much visible authority does the Commonwealth CIO need to 
effectively influence the management and direction of the IT enterprise? 

§ What is the appropriate governing mechanism for senior executive 
involvement and leadership in the IT enterprise, one that will represent all 
jurisdictions?  What is the CIO’s relationship to this group?  How will 
control and responsibility for IT success be shared between the 
CIO/oversight authority and implementing agencies?   

§ What catalyst is needed to drive and sustain development of an enterprise 
direction? 

§ How much ongoing project oversight is required?  Who should perform 
this function?  How will it be implemented across branches of 
government? 

§ Would existing industry control models, such as the Control Objectives 
for Information Technology (CoBiT), be employed? 

§ What philosophy should guide IT Bond investment decision making (i.e., 
should agencies compete individually for funds, should ITD sponsor 
shared infrastructure, etc.)?  What is the appropriate level of agency 
involvement in the process? 

§ What is realistic in terms of removing legal and budgetary barriers to 
implementing an enterprise approach? 

§ How can procurement practices be strengthened to improve the delivery of 
IT vendor services in the Commonwealth, and to leverage the 
Commonwealth’s collective buying power? 
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C. IT STRATEGY:  SETTING THE DIRECTION FOR THE ENTERPRISE 

1. Current Enterprise IT Strategy Environment 

Just as the Commonwealth needs an overall strategy for operating as an enterprise 
to achieve the collective business objectives of its members, so too it  needs an 
enterprise IT strategy for using technology more efficiently and effectively to 
deliver government services and programs. The IT strategy establishes the vision, 
tactical plans, and daily activities to deliver high quality, cost-effective 
management of IT services. An IT strategy will help executive department 
agencies, constitutional offices, the Legislature, and the judicial branch focus their 
energies and resources to bring value and cost-effective operations throughout 
government. 

An enterprise IT strategy is important for the same reasons that a master city plan 
is important:  to provide a framework for sustainable growth and responsible 
development.  In the absence of an IT strategy, IT infrastructure, systems, and 
applications will be built in isolation and not shared across agency boundaries, 
proliferating “silos of information” that cannot be leveraged. From a citizen-
centric perspective, it becomes impossible to promote a “single face” for all 
government services without an enterprise IT strategy that enables the sharing of 
information as freely as possible throughout government in a standardized 
manner. 

2. Key Observations  

The IBM team offers the following observations about IT strategy in the 
Commonwealth: 

a. The Commonwealth of Massachusetts does not have a single, cohesive 
enterprise IT Strategy; therefore, individual agencies are building duplicative 
infrastructure and services to meet their own requirements.   

To meet their individual business needs, agencies are pursuing a “silo” 
approach and building their own infrastructure to satisfy mandated 
governmental responsibilities.   Interviews with agency IT staff showed, not 
only recognition of the benefits of a shared infrastructure, but a strong desire 
to use the shared infrastructure.  However, the following issues were 
mentioned frequently as barriers to collaboration: 

§ Budgets:  Agencies have limited IT resources and object to charge-back as 
a method to pay for usage, since it effectively reduces the administrative 
budget available for other business objectives.   
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§ Service:  Agencies do not dispute the need for central management of 
shared infrastructure.  However, feedback indicates that ITD operates in a 
monopolistic fashion and with poor service levels, leaving agencies with 
neither recourse nor alternatives. 

§ Expertise:  Several agencies questioned the expertise levels of ITD 
resources, and whether ITD is best able to supply enterprise services. 

b. New and emerging technologies are not being explored in a coordinated and 
collaborative manner. 

The interviews revealed that the State is facing many new and complex 
business challenges.  At the same time, technology continues to evolve, 
offering a wide array of alternative solutions.  Multiple agencies raised issues 
ranging from whether Voice over IP is a viable strategy, to replacing existing 
voice infrastructure, to employing wireless equipment for field workers as 
means for using new technology to improve their businesses.  These agencies 
were investigating the improved technology and considering its benefits in an 
ad hoc manner. 

Agencies favor a more coordinated and collaborative approach to exploring 
and adopting new technologies.  They recommend ITD coordinate pilots and 
work in collaboration with agencies to establish strategic direction in 
analyzing and promoting strategic new technologies.  The University of 
Massachusetts, as well as other private colleges and universities, could 
provide valuable input, also, to this process. 

A cohesive enterprise IT strategy would ensure that new technologies are 
explored and deployed to maximum benefit and incorporated into enterprise 
IT infrastructure planning. 

c. The impact of 24/7 electronic government on old business processes needs to 
be addressed. 

Technology alone will not provide better government. Long-term and 
persistent benefits, in terms of superior levels of services and reduced costs, 
can be realized only from pervasive reengineering efforts that employ the 
greatest possible extent of common business models to support similar 
technical applications, such as licenses, permits, and registrations. Only the 
transactions-based and self-service delivery capabilities of e-government will 
satisfy the convenience and error-free desires of the public; therefore, 
restructuring program and business practices and procedures is essential for 
implementing new technologies effectively and successfully.  Ensuring that 
legislation keeps pace with evolving technology and its impact on traditional 
business processes is challenging. 
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As an example, accepting credit card payments on the State portal facilitates 
citizen self-service.  Citizens expect to be able to use credit cards for payment 
in state offices, as well.  However, the acceptance of credit cards is 
problematic for agencies because of the impact of accompanying fees on 
agency budgets.  Often, agencies’ fees are controlled by legislation, and the 
payment of credit card transaction fees to credit card companies reduces 
agency revenue.  Credit card companies require that agencies charge citizens 
“the same price for cash or credit,” and citizens balk at the imposition of 
convenience fees.  One agency went so far as to remove credit card processing 
equipment from its office locations as a cost saving measure! 

As a second example, the statutory language governing the renewal process 
for teacher certifications is presenting the Department of Education with a 
looming problem.  License renewal for teacher certifications is based on a 
calendar cycle, not an individual cycle.  As a result, on a pre-determined date, 
all teacher certifications will have to be renewed by the same deadline.  In the 
past, when this renewal process was paper-based, temporary staffing might 
have been able to accommodate these requests in an acceptable timeframe.  
However, Internet renewals change the equation.  Will the current system be 
able to handle the large influx of electronic requests?  The investment in a 
system upgrade to manage this peak workload means idle capacity the rest of 
the time.  The Department is proposing legislation to adjust the timing of 
renewals to smooth the curve so that the system can accommodate renewal 
requirements without significant additional investment. 

The Department of Revenue has been proactive in streamlining its tax filing 
processes with employers and citizens.  One aspect, however, is beyond its 
control: meeting dates for inclusion into tax preparation software packages.  
Many citizens use off- the-shelf software packages such as TurboTax to 
prepare their returns.  The Department of Revenue reported that the deadline 
to submit Massachusetts tax law information to Quicken is in October, while 
the legislative deadline is December.  Citizens perceive that the Department of 
Revenue is out of touch when, as a result of the misalignment of deadlines, 
they have to order a supplemental CD-ROM for their software package. 

The Comptroller’s Office described the challenges in implementing online 
pay statements for employees.  Two major issues were 1) a legal mandate 
requiring printed pay stubs and 2) obtaining buy- in from each union.  Even 
with savings estimated around $50M, implementing the change to an 
electronic pay statement was not a simple task. Because of the legal 
requirement for a printed statement, the system was implemented on a 
voluntary basis. Success was achieved through strong, collaborative efforts 
among the Office of the State Treasurer, Office of the Comptroller, State 
Employees Credit Union, and the Human Resources Division (HRD).  The 
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representative interviewed from the Comptroller’s Office volunteered that the 
effort would have happened in a faster, more coordinated manner with an 
enterprise IT strategy in place.    

 
A “single face” of government requires a new perspective toward traditional 
boundaries.  Interviewees reported one particularly frustrating area for citizens 
is the inability to pay for civil infractions (parking tickets) when renewing a 
vehicle registration or license at the Registry of Motor Vehicles.  The ability 
to collect fines and transfer funds has been simplified by technology, but the 
business process has yet to keep pace. 

Other agencies may face the same or similar business process issues to the 
examples cited above.  An Enterprise IT Strategy would allow an opportunity 
to address these issues collectively, proactively, and uniformly. 

d. The impact of 24/7 electronic government on the existing legal framework 
needs to be addressed. 

The paper-based legal framework employed for decades is being strained in 
the new, electronic age. For example, the Commonwealth of Massachusetts 
has taken a liberal stance on public records.  This stance is cause for concern 
related to the portal.  For example, the portal offers citizens the ability to send 
e-mail questions and inquiries to state staff.  Citizens, unaware of the public 
records issues, often share detailed, personal information in their questions.  
Personalization is another aspect of concern. And, while the Mass.Gov portal 
does not yet offer personalization, citizens would not expect that their choices 
might become a public record and, potentially, made available to marketers.   

The move from paper-based records and signatures to electronic records and 
electronic signatures poses new challenges.  Since it was often easy to obtain a 
signature, sometimes agencies required the use of signatures in connection 
with agency transactions, not because of requirements by law or regulation, 
but because of agency custom.  Since obtaining an electronic signature is 
more difficult and costly, making the determination of when signatures are 
required by law is required to keep costs in check. 

Fortunately, the Commonwealth does have a cross-jurisdictional forum for 
making recommendations on e-government legal issues.  The Cyberlaw        
E-Government Advisory Roundtable (CLEAR) is a forum for identifying 
legal issues generated by e-government and for making specific 
recommendations for legislative, regulatory, and policy changes where 
necessary.  CLEAR also reviews enterprise policies. 
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e. Priorities, resource allocation, and trade-off decisions are made in isolation 
by agencies. 

Decisions, priorities, and tradeoffs of how to spend IT dollars are made at the 
agency level without review at the enterprise level.  An effective enterprise IT 
strategy is critical for the State to perform its fiduciary responsibility in 
managing the State’s mission critical infrastructure. 

f. Long-term planning is incomplete for supporting rollout of enterprise 
initiatives. 

In the absence of an enterprise IT strategy, elements of shared infrastructure 
have been defined in an ad hoc manner.   For example, an imminent demise of 
e-mail impacted about one-third of agencies when Banyan discontinued 
support of its product.  ITD understood the strategic potential of this event and 
promoted an enterprise e-mail strategy. 

This groundbreaking work of promoting and establishing enterprise 
infrastructure has been positive, but not without setbacks.  The agencies on 
MassMail give it mixed reviews.  Some are satisfied with the service, since it 
is such a huge improvement after experiencing the failure of local e-mail.  
Others complain of disruptions to service and lack of service level agreements 
with financial recourse.  Those that have not migrated cite the monthly per-
user, per-mailbox operations charge as the biggest obstacle. 

The growing pains experienced by agencies as they transition from local to 
shared infrastructure need to be eased.  An enterprise IT strategy would 
facilitate decision making and dispute resolution surrounding such issues as 
defining what is shared infrastructure, when should it be deployed, how it 
should be paid for, and when its use is mandatory.  

Long term planning, that considers the resource requirements and change 
management issues associated with rolling out shared infrastructure, would 
alleviate the growing pains that have been experienced to-date by agencies as 
they transition from project development to operations, and would increase 
agency support for participating in enterprise initiatives by mitigating agency 
risk. 

g. A few enterprise initiatives have been embraced by agencies, but more 
remains to be done to strengthen agency support for shared infrastructure.   

Agencies that were willing to be early adopters of shared infrastructure, or 
who agreed to cooperate with ITD in development projects in order to obtain 
project funding, have experienced mixed success with ITD’s ability to deliver 
the shared infrastructure on schedule and within budget.   



 
 

CHAPTER III  | “AS IS” ASSESSMENT 
 
 

February 2003  Page 48 of 191 

CommBridge is an example of an extremely successful initiative that has been 
adopted by agencies.  ITD took a leadership role in defining this enterprise 
infrastructure in response to a business need for cross-agency data sharing.    
ITD leveraged an effort already underway at one agency by using the same 
contractor to custom build the CommBridge interface.  Not only has 
CommBridge been adopted as the  enterprise infrastructure element to 
facilitate cross-agency data exchange, but some agencies have found it so 
useful and reliable that they have adopted it internally to exchange data within 
agencies.  ITD Bond funding paid for agency licenses, and on-going 
operational costs are not charged directly to agencies but are included in the 
overhead portion of the rates charged to agencies. 

The EGov initiative is another example of a success in deploying enterprise 
infrastructure.  Mass.Gov was launched in response to a governor’s mandate.  
Agencies embraced the State portal as a means to an end: a way to get 
funding.  However, there are strings attached to the funding, and agencies feel 
forced to go along with initiatives that leave them at risk.  The Educator 
Licensure and Recruitment System (ELAR) project, one of the first to use the 
e-payment shared service, experienced the risk first-hand.  A well-publicized 
failure left the agency CIO cautious about participating as an early adopter of 
future enterprise initiatives.  The Department of Environmental Protection 
(DEP) is experiencing set backs in its e-DEP initiative because of delays by 
ITD in providing the common authentication service.  DEP agreed to use the 
common authentication service to get funding.  Not having the shared service 
in a timely manner could impact their willingness to use enterprise services in 
the future due to delays and cost considerations.  

Many enterprise initiatives fail to gain momentum and ownership by agencies 
due to the lack of collaboration by ITD and agency stakeholders.  For 
example, our interviews with agencies revealed that the eBusiness Central 
(business directory) initiative lacks agency support, and many agencies are 
questioning its overall business value.  More than one stakeholder agency 
mentioned that they believed eBusiness Central would not meet their needs. 

When asked how enterprise initiatives are determined, agencies’ responses 
indicated that strategic initiatives result from ITD planning processes or 
through the vision of a CIO at a particular time.  Many of the resulting 
initiatives have been ‘right on target’, but even a few efforts that miss the 
mark leave a bad impression. 

An Enterprise IT Strategy that identifies business drivers and establishes 
priorities, formed in collaboration with agencies, would ensure that resources 
are allocated to the strategic initiatives that serve Commonwealth agencies’ 
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business interests most effectively, and would serve to strengthen agency 
support for participating in enterprise initiatives. 

Of course, change management is difficult.  It requires a degree of willingness 
and cooperation unsustainable by sheer powers of personal persuasion.  It is 
clear from our interviews, and the result of the Managing for Results 
initiative, that Massachusetts has a strikingly large group of leaders interested 
in promoting creative solutions and collaborating for enterprise success.  Even 
so, the best way to achieve and sustain change over the long term is to change 
the reward system.  The availability of funds through ITD Bond Fund 
initiatives for MassMail migration and eGov portal projects demonstrates the 
power of positive incentives at fostering collaboration. 

h. The Commonwealth’s information technology investments need to be viewed 
as a portfolio. 

The identification of the full range of the Commonwealth’s technology 
investments and assets, and their coordinated management as an enterprise 
portfolio, will assist the Commonwealth in prioritizing its investment of 
funding and human capital in those IT projects that best support an enterprise 
IT strategy, while furthering the business needs of individual agencies. 

Massachusetts is living with the legacy of an infrastructure that has been built-
up over time, as agencies made independent decisions regarding technology 
within the scope of their spheres of influence.  Taken in isolation, each 
decision may have seemed technically and fiscally sound.  However, in the 
aggregate, the resulting infrastructure will not support the Commonwealth’s 
need to function as an enterprise. 

Razing the IT systems and infrastructure is not an option.  Changes need to be 
made over time and in a thoughtful way.  The Commonwealth should 
approach this issue as a remodeling analysis, identifying parts to keep, parts to 
extend, and parts to discard.  During our interviews, it became clear that no 
such analysis is being conducted today from an enterprise perspective. 

One suggestion that was made by several interviewees is that, regardless of 
the source of project funds (grants, etc.), proposals should be reviewed in light 
of investments that have already been made by the Commonwealth.  This 
approach ensures that the evolution of the infrastructure over time has a plan, 
rather than simply ad hoc improvements.  This recommendation went so far as 
to suggest that the Commonwealth coordinate its grants to cities and towns to 
ensure that investments made to serve one constituency locally best serve the 
IT needs of the State. 
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An enterprise IT strategy that is supported by an IT portfolio management 
process can ensure a coordinated, holistic approach to the Commonwealth’s 
IT investments, one that furthers the business needs of the enterprise. 

3. Commission Considerations  

As the Commission prepares to use the results of this “As Is” Assessment to 
develop a collective vision for an Enterprise IT Strategy for the Commonwealth, 
the IBM team offers the following questions to assist Commission members in 
thinking about issues related to the development of an effective IT strategy. 
§ How can an enterprise IT strategy reduce fragmentation and duplication in 

the State’s infrastructure and services, and improve enterprise security? 
§ How can the Commonwealth migrate from today’s infrastructure to its 

future enterprise IT environment most effectively, with minimum cost and 
operational disruption? 

§ How can an enterprise IT strategy facilitate the investigation of the 
application of emerging technologies by Commonwealth agencies in a 
coordinated and collaborative manner? 

§ Do incentives exist to facilitate agency cooperation in enterprise 
initiatives?  Are there disincentives that preclude cooperation? 

§ How can agencies work collaboratively to reengineer traditional business 
processes and develop common business models that support the 
implementation of new technical applications (e.g., licensing applications, 
credit card payment)? 

§ Does the enterprise support the CIO sufficiently, through executive 
sponsorship and commitment of sufficient staff and financial resources, to 
establish and manage an enterprise IT strategy, enterprise architecture, and 
IT infrastructure programs? 

§ How can the Commonwealth heighten individual agency sponsorship of 
and commitment to enterprise initiatives? 

§ How can the Commonwealth ensure that statutory requirements keep pace 
with technology and neither pose barriers nor perpetuate silos to 
implementation of enterprise infrastructure? 

§ How can the Commonwealth lead cross-agency and cross-branch 
collaborative efforts that facilitate an enterprise-wide prioritization of 
investments, resource allocation, and trade-offs, and promote longer term 
planning that eases agencies’ transition from project development to 
operational implementation of shared infrastructure?  

§ How can the Commonwealth better manage its IT assets as a portfolio of 
investments, based on total cost of ownership? 
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D. ENTERPRISE ARCHITECTURE AND STANDARDS: BUILDING THE IT FOUNDATION 

1. Current Enterprise Architectural Environment 

As the IT Strategy forms a city 
master plan, the enterprise 
architecture forms the construction 
codes (building, electrical, 
plumbing) to ensure compliance to 
minimum regulations deemed 
necessary for health, safety, and 
quality.  The Commonwealth of 
Massachusetts published an 
Enterprise Architecture in August 
of 1999 with the most recent 
update occurring in October 2002.  
The architecture covers a range of 
topics such as local area network (LAN), wide area network (WAN), cabling, 
video conferencing, servers, and databases. The Enterprise Architecture is a 
mixture of recommended configurations, industry standards, and suggested 
practices. 

An effective enterprise architecture provides a single, common, and cohesive 
vision that directs the design, construction, purchase, deployment, and operation 
of IT across the enterprise.  Establishing an enterprise architecture is the first step 
in moving from viewing technology as isolated choices to one where advancing 
“the sum of the parts” is assumed. 

A properly applied enterprise architecture methodology rationalizes IT 
investments and reduces risk.  For example, using relational databases instead of 
flat files improves data access through the ability to query.  Migration from one 
database vendor to another, while not simple, is more straightforward than 
migrating proprietary database formats. 

Successful enterprise architectures focus on the elements that contribute to the 
best ways to extend IT, including acquisition of new applications and replacing 
older systems in a way that promotes flexibility and interoperability. 

Although we commend the Commonwealth for publishing an enterprise 
architecture, this architecture is not realizing it maximum benefits for a variety of 
reasons, which are discussed in this section. 

From the release of NASCIO’s Enterprise 
Architecture Tool-Kit v2.0  

“Enterprise architecture has gained national 
momentum fueled by federal mandates and a 
growing demand on the part of municipal, 
county and state leaders for timely, accurate 
information sharing horizontally between 
departments within the enterprise and vertically 
with agencies of different governmental 
levels.” 

Source:  NASCIO Press Release: Lexington, 
KY, 18 Jul 2002. 
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2. Key Assessment and Observations  

The IBM team noted the following observations about the Commonwealth’s 
enterprise architecture: 

a. The Enterprise Architecture is ineffective due to the lack of compliance and 
enforcement. 

Agencies acknowledged the existence of the Enterprise Architecture, but 
indicated that circumventing any standard would be easy.  In accepting IT 
Bond funds, agencies sign an inter-agency agreement stipulating their 
agreement to conform to ITD standards.  In interviews with ITD and agency 
staff, there was universal acknowledgement regarding the lack of compliance 
and enforcement of agency conformance to ITD standards.  This lack of 
enforcement is analogous to establishing a building code, but never reviewing 
any building plans or construction projects for conformance. 

To be effective, an enterprise architecture must go beyond documentation to 
include a process that is meaningful from inception to deployment of a 
technology project.  ITD staff understand this concept, but suffer from the 
lack of funding to staff an enterprise architecture process. 

b. No focal point for establishing, communicating, and maintaining enterprise 
standards exists. 

While ITD has staff who perform policy and planning functions, it lacks a 
single focal point for enterprise architecture standards, such as might be 
performed by a chief technology officer or an enterprise architect.  Such a 
focal point must be capable of arbitrating disagreement among agencies 
concerning the adoption of technology standards, and must be accountable for 
establishing and communicating the “construction codes,” as well performing 
a leadership role in compliance. 

c. A great deal of confusion exists among users about enterprise standards. 

The enterprise architecture web site contains a compilation of standards in a 
variety of component areas.  However, the enterprise architecture does not 
take a uniform approach to defining standards.  For example, sometimes the 
standards specify products, other times they state minimum configurations, 
and other times they specify general industry standards. The enterprise 
architecture also lists ITD solutions, such as MassMail, as emerging 
standards. In still other instances, ITD staff acknowledged that undocumented 
standards exist. 
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Sometimes, the enterprise architecture may state a requirement for general 
industry standards, but ITD, as an agency’s service provider, may mandate a 
stricter, product standard.  Agencies may not always realize that certain 
standards directed by ITD for its own data center operations, do not apply to 
other agencies’ data center operations.   

And, a further point of confusion arose during discussions about standards 
within ITD.  During development and deployment of an application, it is 
typical for an agency to work with various groups at ITD (network, security, 
etc.).  Experiences relayed to the IBM team identified situations where 
equipment was purchased while working with one ITD group only to be told 
by another group that the equipment was not supported, or that the standard 
had changed. 

In summary, confusion exists among users about what enterprise architecture 
standards exist and when they must adhere to the enterprise standards, under 
what circumstances agencies have some autonomy, and who in the 
Commonwealth is responsible for setting standards.   

Agencies not only acknowledged the need for enterprise architecture, but 
believed that more enterprise architecture standards were needed and wanted 
to be included in the development process. 

d. An Enterprise Architecture could assist in establishing common integration 
strategies within the Commonwealth as well across government boundaries 
(municipalities, other states, and federal) 

Electronic commerce is rapidly changing the way enterprises conduct 
business.  The ability to track package shipments online, to use e-mail and 
instant messaging for communication, and to supplement “bricks and mortar” 
with “clicks” have changed the way business is conducted for many 
businesses.  Widespread adoption of industry standard protocols, such as the 
Internet TCP/IP protocol, make connections beyond a single organization not 
only possible but practical.  A “single face” to constituents is an achievable 
goal; however, success depends on the quality of the underlying infrastructure 
and the seamlessness of the integration across traditional boundaries.    

ITD has taken a leadership role in defining an integration strategy to facilitate 
one aspect of data exchange between application systems with its 
CommBridge infrastructure.  And while this is used by a variety of agencies, 
the CommBridge infrastructure as an Enterprise Application Integration 
strategy could me more clearly articulated and employed to greater advantage. 

In interviews several organizations, including one within ITD, used differing 
integration strategies.  Cost of deploying licenses for the underlying software 
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was cited as the reason for selecting alternate strategies.  And, while it is 
unlikely that a single strategy will meet all the Commonwealth’s integration 
needs, the fragmentation of the current strategy appears to be the result of 
local decisions not being guided by an enterprise approach. 

Defining common integration strategies will be a critical success factor in 
positioning the Commonwealth for the e-commerce era.  As such, the 
enterprise architecture and standards in this area are key.   

3. Commission Considerations  

As the Commission prepares to use the results of this “As Is” Assessment to 
develop a collective vision for improving the enterprise architectural environment 
in Massachusetts, the IBM team offers the following questions to assist 
Commission members in thinking about effective enterprise architectures. 

§ How can the Commonwealth align its Enterprise Architecture with an 
Enterprise IT Strategy so that investment and risk are rationalized, and the 
performance of the enterprise infrastructure as a whole is greater than the 
sum of its parts? 

§ How can ITD function more effectively as a leader in the Commonwealth 
for promoting the effective use of emerging technologies across the 
enterprise, arbitrating disagreements among agencies about the adoption 
of specific technology standards, and enforcing compliance with 
enterprise standards? 

§ What is the appropriate level of cross-agency and cross-branch 
collaboration in the development of an enterprise architecture?  When 
must agencies adhere to enterprise architectural standards, under what 
circumstances should agencies have some degree of autonomy, and who in 
the Commonwealth is responsible for setting these standards?   

§ What are effective compliance and enforcement mechanisms across 
branches and levels of government? 
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E. ENTERPRISE INFRASTRUCTURE:  LEVERAGING COMMON IT RESOURCES  

Shared enterprise infrastructure complements the architecture and the shared business 
needs of multiple agencies by reducing costs, decreasing development time, and 
increasing efficiencies.    

In the early days of computing, information was 
processed in the back office with each state 
agency hand generating its own reports, printing 
and mailing checks, and sharing data manually 
with other agencies following its own policies 
and business rules.  Centralized mainframes and 
“dumb terminals” posed an alternative to 
manual processes.  Information was controlled 
by a select group of employees and moving 
information across the enterprise of government 
was an impossible task.  Technology was 
viewed as a cost center, often taking valuable 
resources that could be used in other program 
areas. 

However, the capital investment of the large 
mainframe systems required that processes be 
automated at the enterprise level so that the cost 
of the infrastructure could be amortized across the enterprise.  Automating processes 
across the enterprise required setting policies, priorities, and processes at the 
enterprise level, meaning that agencies had to give up some control and autonomy to 
achieve these cost savings.  The result was the creation of the first generation of 
communication networks and enterprise data centers. 

Over time, enterprise thinking was abandoned as the cost of technology decreased to 
affordable levels for individual agencies.  The advent of the personal computer (PC) 
in the early 1980s became a relatively inexpensive way to bring information to a 
broad array of agency customers.  The ratio of the users of technology to computers 
went from a 30-1 ratio to a 2-1, or even a 1-1, ratio today.  Government’s ability to 
improve service delivery and conduct transactions was greatly enhanced by bringing 
technology to the desktop.23 The development of the Internet and the movement of 
programs and transactions to the Web have created the need to provide 24x7 services 
to government constituents.   

Now, it is not the cost of individual systems driving the need for an enterprise 
approach, but that of service delivery. Sparked by innovations in the private sector, 

                                                 
23 Gartner Dataquest, “Trends in the U.S. State and Local Governments,” 19 Mar 2002: 8. 

The ITD Mail Servicing Center 
remains a testament to the success of 
an enterprise approach. It provides 
mail processing services to state 
agencies as well as cities and towns of 
the Commonwealth. The state of the 
art equipment allowed for bar code 
sorting saving agencies up to 6.6 cents 
per piece of mail.* 

There may have been much blood, 
sweat and tears shed in the process of 
drafting the enterprise policies and 
business rules that allowed for central 
mail sorting an processing, yet it 
enabled the Commonwealth to reduce 
its mailing rates and maximize its 
return on investment in the costly 
equipment. 
 
* Source:  ITD Bulletin, vol. 4, no. 2, 
Spring ’98. 
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particularly in the financial and retail industries, citizens demand similar levels of 
services, accessibility, and value from government programs at all levels.  The 
Commonwealth’s ability to recapture “enterprise- level thinking” regarding common, 
shared infrastructure will be a critical success factor in accomplishing enterprise goals 
in building the next generation’s communications networks and data centers.  This is 
not to say that a return to a complete centralization of IT operations is the right 
solution, but the Commonwealth needs to embrace a more thoughtful and cooperative 
approach for determining the appropriate combination of centralized and 
decentralized functions. 

According to the National Association of State CIOs (NASCIO), “On-line service 
delivery is a core competency for government…”.  Only by establishing enterprise 
shared infrastructure policies and practices will the Commonwealth achieve this 
competency. 

 
The measures  of “world 
class” online service are: 
• Cost Effective Service 
• Efficient Asset 

Utilization 
• Responsiveness and 

Customer Satisfaction 
• Service and Information 

Quality 

The critical success factors  for 
achieving these measures are: 
• Consistent, Enforced 

Standards 
• Common Management 

Practices 
• Appropriate Technologies 
• Skilled and Motivated 

Personnel 

The key enablers  for 
achieving these measures are: 
• Streamlined Business 

Processes  
• Integrated, Interoperable 

Systems  
• Enabling Legislation 
• Innovative, Continuous 

Investment

1. General Infrastructure  

Our assessment of the current enterprise environment in three key areas 
(Applications, Networks, and Data Centers) is that the Commonwealth of 
Massachusetts is not capable of delivering consistent, quality online services to its 
customers – internal and external.  While security plays a critical role in the enterprise 
environment, we have discussed it in a different section of this report in order to raise 
its importance and to keep confidential key observations that may be sensitive in 
nature and need to be discussed in a non-public setting. 

a. There is a major communications gap between ITD and the agencies it serves. 

There is a breakdown in communication between agencies and ITD.  The 
interview process revealed many statements that began with “They don’t 
understand…” or “They attempt to dictate….”.  In interviews with other 
agencies, “they” were ITD; in interviews with ITD “they” were other 
agencies.  There is clearly a lack of communication between agencies and 
ITD.  The overall impression of some of the interviewees was that they were 
very negative about ITD, but very comfortable with the information 
infrastructure empire they had built within their own department. 
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One example of the lack of communication between agencies and ITD was the 
claim by ITD staff that no agencies were considering Voice over IP (VoIP) 
technology, and that consolidating data and voice networks through VoIP 
technology would not reduce networking costs.  Therefore, ITD did not have a 
strategic plan for implementing VoIP. 

In fact, however, interviewees with three different agencies revealed plans or 
studies for VoIP, up to and including a small pilot implementation at one 
agency where the CIO claimed that the potential to reduce his $2 million per 
year in voice and data networking costs was driving the pilot. 

In another example of poor communications between agencies and ITD, we 
referenced a 2001 multi-agency wide area network study during our interview 
with ITD staff.  While the ITD staff at the interview had provided data for the 
2001 study, they had never seen the final report, which would have been a 
very valuable strategic planning and information tool for ITD in cooperation 
with other state agencies.  This serious lack of communication between and 
within state agencies raises a caution flag for efforts to improve enterprise 
communication, and indicates an opportunity for real improvement with 
minimal expenditure of funds. 

ITD is accused of an “our way or the highway” approach to policy and 
standards, according to some agencies, while ITD accuses agencies of a 
“flavor of the month” method of selecting new technologies, with no real 
planning or long-term strategy. 

This clear breakdown of communications between agencies and ITD is 
resulting in a lack of enterprise strategic planning and a lost opportunity to 
cooperate to standardize on a technology where industry standards are still 
developing, such that the risk and cost of failing to communicate and plan at 
the enterprise level is potentially very high. 

Sometimes, the “they” in the accusatory statements are other agencies.  Nearly 
every agency laid some claim to being the biggest or most important agency 
based on some metric of budget, staff, or constituency, while claiming that 
they accomplished their mission better than those other agencies because of 
the unparalleled strength of their people, processes, or leadership. 

The result is a parochial emphasis on internal successes, an unwillingness to 
consider the models of successes developed at other agencies, and a strong 
“Not Invented Here” (NIH) tendency. 

While some of this lack of communication between agencies may be traced to 
heated historical animosities or fierce competition for dwindling tax revenues, 
it hampers the ability of the State to present a single customer face to the 
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citizens of Massachusetts.  And, in fact, dwindling tax revenues make 
communication, cooperation, and shared successes even more critical than 
ever before. 

2. Applications  

CURRENT ENVIRONMENT 

Of the three technical areas that the IBM team reviewed for the Commonwealth 
of Massachusetts, enterprise applications is the strongest area.  

Even in the absence of an IT Strategy, the Commonwealth is making strides in 
defining enterprise applications in support of common business processes.  The 
Management Accounting and Reporting System (MMARS), Human Resources 
Compensation Management System (HR/CMS) and Commonwealth Information 
Warehouse are all examples of enterprise business applications that span all three 
branches of government.  MassMail and, more recently, the shared Mass.Gov 
portal services are examples of enterprise infrastructure.  

In addition, agencies are collaborating among themselves to leverage synergies.  
For example, the Department of Revenue and the Department of Employment and 
Training jointly developed a tax filing and wage reporting application for 
businesses.  

A common thread of success throughout all of these projects was the 
establishment of project-specific steering committees to provide guidance and 
direction on how to develop and deploy these enterprise applications. 

KEY ASSESSMENTS AND OBSERVATIONS 

The above examples provide specific case studies of enterprise application 
delivery/deployment in the Commonwealth. In addition to these successes, the 
following issues were mentioned consistently by interviewees or noted by the 
IBM team: 

a. Common management practices need to be adopted and institutionalized.   

Project success in the Commonwealth is highly dependent on the skills of key 
individuals assigned to a project, with the ever-present risk of personnel 
changes resulting in a successful project becoming a failure. In addition, 
lessons learned on projects have not been captured, so they are experienced on 
a recurring basis, which can be both time-consuming and costly. 

Project management and quality assurance practices have not been 
institutionalized. A lack of organizational commitment to sound management 
practices results in project success being a matter of luck versus planning. 
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Software Capability Maturity Model 
Overview – There are five levels of 
maturity: 

Level 1 - Initial: At the initial level, the 
organization typically does not provide a 
stable environment for developing and 
maintaining software. Success in Level 1 
organizations depends on the competence 
and heroics of people in the organization 
and cannot be repeated with any certainty. 

Level 2 – Repeatable: At the repeatable 
level, policies for managing a software 
project and procedures to implement those 
policies are established. Planning and 
managing a new project are based on 
experience with similar projects. Projects 
in Level 2 organizations have established 
basic software management controls. 
Processes may differ between projects in a 
Level 2 organization. 

Level 3 – Defined: At the defined level, a 
standard set of processes for developing 
and maintaining software is documented 
and used across the organization. 
Level 4 – Managed: At the managed level, 
the organization sets quality goals based on 
measuring the amount of quality (i.e., 
quantitative). Productivity and quality are 
measured for important software process 
activities across all projects as part of an 
organization-wide program. 
Level 5 – Optimizing: At the optimizing 
level, the entire organization is focused on 
continuous process improvement and has 
the means to identify weaknesses and 
strengths proactively. Data on the 
effectiveness of the software process are 
used to perform cost-benefit analyses of 
new technologies and proposed changes to 
the organization's software process. 
 
Source:  Software Engineering Institute, 
Carnegie Mellon University. 

However, the IBM team noted that there are several groups/projects in the 
Commonwealth that are adopting 
best practices, such as the use of the 
Rational Unified Process (RUP) as a 
software development life cycle 
(SDLC) methodology, and Earned 
Value Management (EVM) as a 
project monitoring and reporting 
mechanism.  The Department of 
Public Health is demonstrating 
excellence by documenting its 
processes and procedures related to 
project management and 
measurement.  Other state agencies 
would benefit from these best 
practice models if they were 
communicated and leveraged at the 
state level. 

Until such practices are adopted 
across the enterprise, project success 
will continue to be “hit or miss”.  It 
is a tribute to the many smart and 
dedicated people working for the 
Commonwealth that they are able to 
collaborate on the successful 
enterprise applications delivery/ 
deployment projects in the absence 
of formalized project management 
methodologies. 

The IBM team assessed applications 
delivery/deployment against the 
Software Engineering Institute’s 
(SEI) Capability Maturity Model 
(CMM)®.  The CMM is an 
information technology management 
process improvement model. The 
SEI defines the CMM as a 
description of the stages through 
which software organizations evolve 
as they define, implement, measure, control, and improve their software 
processes. The model provides a guide for selecting process improvement 
strategies by providing insight into current process capabilities and enabling 
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the identification of issues critical to software quality and process 
improvement.  In short, the CMM is:  

• The application of process management and quality improvement 
concepts to software development and maintenance.  

• A framework that describes the key elements of an effective software 
process.  

• A guide for evolving toward a culture of engineering excellence.  
• A model for organizational improvement.  
• The underlying structure for reliable and consistent software process 

assessments and software capability evaluations.  

In general, enterprise applications delivery and deployment at the 
Commonwealth of Massachusetts exhibit level 1 characteristics, although 
there are specific instances where levels 2, 3, 4 or even level 5 characteristics 
can be seen. 

b. Customer responsiveness and customer satisfaction need to be continually 
addressed by ITD. 

ITD must establish and meet customer responsiveness and service level 
objectives in order for agencies to confidently relinquish control of enterprise 
infrastructure and share service application performance to ITD.    

One agency relayed that only recently are service outages being announced in 
advance by ITD.  This move was seen as positive.  However, the outages 
occur twice a month on a weekday during prime business usage hours (8AM 
to 10AM).  Scheduling an outage at the convenience of the provider, rather 
than the business it supports, illustrates the lack of partnership currently. 

Another anecdote described a problem with the e-payment service.  The 
affected agency CIO relayed that finding anyone to “own” the problem at ITD 
proved impossible.  ITD never identified a single point of contact to work 
with the agency CIO.  Although the specific problem has been rectified, this 
CIO is still not sure who at ITD “owns” the shared e-payment engine. 

In supporting enterprise applications, ITD needs to step-up to being a partner 
with agencies, rather than merely a service provider. 

c. Service quality for shared infrastructure and applications needs to be 
improved at ITD. 

Shared infrastructure requires agencies to relinquish local control to ITD for 
the operation of shared enterprise applications, such as MassMail.  Agencies 
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are often opposed to relinquishing this control because of the perception that a 
service culture has not been established at ITD. 

Agencies have experienced outages for enterprise applications, such as 
MassMail.  While there is a central help desk (CommonHelp), and response is 
technically available on a 24 x 7 basis, the operations staff is paged rather than 
on-site to respond to off-peak emergencies. 

Agencies highlighted their lack of recourse for ITD service failure.  Service 
descriptions are available for applications, such as e-mail.  However, there are 
no refunds for service outages or failures.  One agency pointed out that the 
service description stated that notification would be provided to agencies prior 
to charging for over quota mailboxes.  This notification did not occur, and the 
agency faced an unexpectedly large bill.  While the specific situation was 
rectified, it points to the need for meaningful service level agreements 
between ITD and agencies. 

d. Enterprise applications require business sponsorship. 

Too often, it appears that ITD has become the de facto owner of certain 
enterprise applications, such as the Commonwealth Information Warehouse 
and the Human Resource and Compensation Management System (HR/CMS). 

The Commonwealth Information Warehouse was a Bond I initiative, with 
initial deployment supporting the executive branch and independent offices.  
Subsequently, the project was expanded to include the universities, the 
Legislature, and the judicial branch.   The project has a five-member board, 
consisting of representatives of the Human Resources Division, the Judiciary, 
the Fiscal Affairs Division, the Comptroller, and the ITD CIO to direct its 
future development.  ITD reported good response from the board when issues 
were brought for their decision, but indicated that more strategic direction and 
business input from the board would also be welcome. 

The deployment of HR/CMS in the Summer of 2000 ushered in the first time 
that Commonwealth employees had one, integrated HR and payroll system to 
serve its employees. HR/CMS was the first Enterprise Resource Planning 
(ERP) implementation across all three branches of government. HR/CMS 
brings together human resource information, owned by the Human Resources 
Division, and payroll information, owned by the Comptroller’s Office. 

During the implementation period, an HR/CMS executive committee met 
weekly to resolve issues.  Due to the personal impact that the resulting 
application would have on each employee (“Who doesn’t want to get paid?”), 
the project team managed to effect a highly collaborative approach to service 
delivery.  Even so, the HR/CMS executive committee structure was too 



 
 

CHAPTER III  | “AS IS” ASSESSMENT 
 
 

February 2003  Page 62 of 191 

collaborative, lacking a single business owner with the authority and 
confidence to make necessary decisions to resolve problems and implement 
changes that spanned the entire application and agency boundaries.  Instead, 
such decisions were reached through committee consensus. 

Agencies interviewed believe that ITD lacks a business perspective and takes 
a technology-centric view to problems.  A specific example involves the 
ePayments shared service for credit card processing.  Business sponsorship in 
this example came after key business functionality decisions were made and 
software acquired.  A better model would be to gain the business sponsorship, 
define the business problems, research the options to resolve them (build or 
buy), evaluate the risks, costs, maintenance of each option, and then work 
together (business and technology) to select the appropriate solutions.  

There is a lack of clarity and agreement on funding of enterprise applications.  
ITD supports a variety of enterprise applications using various funding 
methods: 

• The Commonwealth Information Warehouse application is supported 
by ITD staff members in appropriated positions.  The operations 
charges for hardware upgrades, software licenses, etc., appear to be 
captured in ITD overhead rates.   

• CommBridge used Bond I funds to purchase software licenses, 
requiring the agencies to take over the software maintenance charges.  
ITD application development staff costs are built into ITD overhead 
rates. 

• MassMail ongoing operations are funded through monthly mailbox 
and usage charges.   

• HR/CMS operations were supported through an appropriation until 
this past year when legislation suddenly eliminated the appropriation 
and directed ITD to recoup costs through a chargeback mechanism. 

Agencies offered two recommendations for funding enterprise applications.  
For large applications, such as HR/CMS, that agencies will be mandated to 
use and would never consider implementing alone, agencies preferred that 
these initiatives by funded with a direct appropriation.  However, for services 
for which an agency may or may not choose to use ITD as a service provider, 
agencies preferred to use agency IT funding to purchase these services, so that 
they have more leverage to negotiate metrics and service level agreements 
with ITD or other service providers to ensure quality service levels.  

The issue of how best to fund enterprise applications while ensuring quality 
service levels for agencies needs attention. 
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e. Enterprise applications must be treated as mission critical infrastructure. 

ITD had the foresight to create an enterprise set of shared services for the 
deployment of the Mass.Gov portal.  The use of shared services is beneficial 
because code is developed, tested, and deployed once.  This reduces the risk 
of application failures. 

However, the various shared services must be tested thoroughly before going 
into production, especially when becoming part of the portal’s mission critical 
infrastructure.  Agencies count on ITD operations to test applications prior to 
launch, and then be able to support operations on a 24/7 basis. 

The Department of Education’s Educator Licensure and Recruitment System 
(ELAR) project, one of the first to use the ePayments shared service, 
experienced the risk of launching without 24/7 support first hand.  This well 
publicized failure left the agency CIO cautious about participating as an early 
adopter of future enterprise initiatives. 

The Department of Environmental Protection is experiencing delays in 
launching one of its portal initiatives because of delays in bringing the 
common authentication service online. 

f. Efforts to streamline business processes are in early stages, but off to a good 
start. 

The Commonwealth has successfully identified and deployed applications to 
support enterprise functions.  The HR/CMS and MMARS applications are 
examples of an enterprise approach to common business processes.   In a 
recent ranking of states, Governing magazine stated that, “…Massachusetts 
has done well in implementing a state-of-the-art human resources information 
system….  Now the state can boast HR technology far beyond the capacity of 
many other states.”24 

Of particular note is the cross-departmental and cross-jurisdictional history of 
the Comptroller’s Office.  The Comptroller has promoted collaboration and 
cooperation by active outreach through the PARTNERS program with the 
network of chief financial officers in the Commonwealth.  With the inception 
of the first centralized Massachusetts Management Accounting and Reporting 
System (MMARS), which formed the foundation for an enterprise approach to 
Commonwealth financials, followed by the Billing and Accounts Receivable 
System (BARS) and NewMMARS, the benefits of an enterprise approach to 
common business processes has become clear. 

                                                 
24 “Grading the States,” Governing, Feb 2001: 66. 
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Once common financial reporting and accounting sys tems were established, 
other benefits were leveraged from this enterprise approach.  For example, the 
Comptroller’s Office is authorized to contract for contingent fee debt 
collection of previously uncollectible non-tax debt.  They have authority to 
intercept payments and have collected $26M on behalf of 60 state agencies 
through the use of an automated process that matches eligible payments due 
individuals and organizations, including income tax refunds, against 
delinquent debt owed to the Commonwealth. Since this intercept functionality 
is a fully integrated component of the State’s accounts receivable system, 
agencies used to have to be part of the Comptroller’s accounts receivable 
system to benefit.  Recently, the Comptroller developed a Web application 
that enables other agencies (e.g., Higher Education institutions) to participate.  
The Comptroller received legislative approval in FY03 to expand these 
intercept services to cities and towns to help them collect their uncollectible 
debt, which is estimated to be approximately $500M. 

During interviews, it became clear that agencies are increasingly looking for 
opportunities to streamline business processes across governmental 
boundaries.  The Department of Revenue and the Department of Employment 
and Training jointly developed a wage and tax reporting application for 
business tax filing.  This project was very successful and benefited both 
agencies.  The Office of Consumer Affairs is undertaking a collaborative 
effort within the secretariat to obtain a common licensing system.  The 
Department of Environmental Protection is also participating in this initiative.  

The climate for collaboration is very good.  Peter Quinn, the current CIO, is 
seen by those interviewed as fostering a new culture of listening and 
responding to their needs. During the CIO Council focus group, agencies 
mentioned their desire to participate in joint pilots, to offer expertise (e.g., 
geographical information systems, licensing systems), share lessons learned 
(e.g., vendor negotiations), and work toward enterprise goals. 
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3. Data Center 

CURRENT ENVIRONMENT 

In the data center area, the IBM team focused on the degree to which the current 
data center infrastructure and practices position the Commonwealth to leverage 
synergies and enterprise economies of scale. 

The benefits of a centralized, shared data center, such as leveraging investments 
to acquire state-of-the art architectures, reduce overall operating costs, and utilize 
specialized expertise effectively, have not been fully realized. 

The rationale for data center 
consolidation, as stated by data 
center managers and customers 
of ITD’s data center, include: 

• Resource sharing 
• Applications too small for 

a separate data center 
• Only need “enterprise 

applications” 
• Not enough skilled 

employees internally 
• Prefer to let someone else 

have the headaches 

Reasons for not consolidating, as stated by 
“independent” data center managers and 
their customers, include: 

• Control of assets 
• Better, more responsive customer 

service 
• More recourse for poor service 
• Unique applications, technologies, 

skills, etc. 
• Less expensive services than from 

ITD 
• Application not accepted by ITD 

 

While the scope of assessment for this report was limited to a few major data 
centers, it is likely that the conditions and practices in the data centers that were 
analyzed are repeated throughout the Commonwealth.  There are probably dozens 
of data centers in the Commonwealth, but that number is only an estimate.   No 
one we interviewed was able to provide a list of all of the data centers. 

In the continuum of providing service, the Commonwealth’s data centers range 
from Basic to Complex (see illustration on next page).  However, even those that 
are providing complex services are doing so inconsistently. 

While individual data centers may differ, and some may excel in one or more 
management areas, on an overall basis the data centers that support the 
Commonwealth’s data processing and information functions leave much to be 
desired.  
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In summary: 

§ Facilities are adequate, and day-to-day operations are within acceptable 
norms.  Nevertheless, space utilization in facilities appears inefficient and 
wasteful. 

§ Some equipment and technology is state-of-the-art and some is quite old 
and requires intensive and expensive maintenance.  

§ Capacity planning is either non-existent or cursory. 

§ Some data centers have serious shortfalls in key areas.  In contrast, some 
have “world-class” practices in one or more key areas. 
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4. Key Observations  

a. Data center management and operational policies, practices, processes, and 
technologies are inconsistent throughout the Commonwealth. 

The Commonwealth data center environment can be characterized in a single 
word:  inconsistent.  Each data center determines its own policies, practices, 
processes, and technologies.  A great deal of variation in equipment, such as 
server platform, tape storage, and disk storage was evident while touring the 
data centers.  Common technical reference models either do not exist or are 
not employed. 

Reducing complexity in the operating environment is a key area of focus for 
the Commonwealth in order to reduce data center costs.  Furthermore, 
advanced technologies, such as storage area networks, cannot be effectively 
deployed in an environment with so much inconsistency. 

Until an IT architecture with common technical reference models is defined, it 
will be impossible for the Commonwealth to bring order to the chaos.   

b. The propagation of servers and data centers is costly. 

The Massachusetts Information Technology Data Center (MITC) is a shared 
facility that houses a number of agency data centers.  The benefits of the 
current arrangement are limited to savings from shared facility management.  
The space within the building is divided 
by tenant and therefore offers little 
opportunity for dynamic allocation of 
floor space.  A tour of two of the data 
centers within the facility revealed a 
stark contrast in resource allocation. 
Parts of the ITD data center are cramped 
for space while DOR’s data center floor 
space in the same building is vastly 
underutilized.   

Establishing ITD as an organization to 
offer shared data center services in a 
facility like MITC, and allocating space 
for agency platforms, is a good concept.  However, the migration of agency 
servers to ITD is incomplete, as many agencies continue to host their own 
applications in local data centers. 

Another area contributing to the cost of multiple data centers lies in building 
costs.  The MITC Data Center is a state-owned, but privately operated 

“It’s interesting to talk to CIOs at 
some of the major financial 
institutions.  A couple of years ago 
they didn’t have a good handle on 
how many servers they had around the 
world, and when they started 
counting, they found literally 
thousands of servers they didn’t know 
they had.” 

-- Gary Little, General Partner
Morgenthaler Ventures

 
Source:  Bob Brown, “VC Zeroes in on 
Data Center Consolidation”, Network 
World Fusion, 13 Jun 2002. 
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building.  The UMass Data Center is in a state-owned and operated building, 
as are several other agency data centers.   Space in leased buildings has been 
outfitted for other data centers. Only one agency CIO questioned the 
expenditures in outfitting leased facilities with environmental and security 
controls.  And, there appeared to be no plans to move data centers from leased 
space to owned space.  

More disturbing than the lack of a plan for defining and outfitting data centers 
is the admission that many servers can be found in locations without 
environmental or security controls.  Mission critical servers need to be located 
in data centers.  Failure to do so places the Commonwealth at risk. 

 
By its nature, a shared data center is a concentrated and complex component 
of the IT environment.  It is a good starting point for reducing complexity in 
the operating environment to lower costs and improve availability.  Data 
center consolidation is a primary approach for achieving these goals. 

c. There is a lack of clarity around how hosting decisions are made. 

Agencies are aware of ITD’s data center and discussed their efforts to host 
their servers there.  Three major barriers emerged:  ITD was more costly, took 
too long, or did not have the technical skills to support the requested 
environment. 

The cost argument was dispelled by one agency:  the Registry of Motor 
Vehicles (RMV) relayed that migration of their mainframe to ITD was made 
under duress.  RMV freely admits to making claims that ITD service would 
prove too costly compared to continuing their own in-house operations.  RMV 
found that remote management of their mainframe hosted by ITD to be cost-
effective and now advocates using ITD as a mainframe hosting provider. The 
RMV realized cost reductions in two key areas: 1) the ability to share the cost 
of mainframe software licenses and 2) the ability to use shared rather than 
dedicated operations staff.   

RMV also hosts other servers at ITD that they manage remotely.  Over time, 
this has proven cost effective, eliminating space planning for a data center 
from their list of technology concerns.  RMV reported that it was not unusual 
to move locations every 5 years or so.  The cost of relocating a data center 
was an agency budget item.  The interview team found other agencies with 
data centers in leased space.  Without an enterprise plan, the Commonwealth 
will continue to pay for short-term data center space in leased facilities. The 
cost argument needs closer scrutiny, as it seems likely that agencies are not 
using fully burdened costs when making comparisons to ITD.  
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UMass is an alternate provider of data center services.  The cost and quality of 
service were mentioned as reasons for selecting the UMass data center over 
the ITD data center.  However, one agency mentioned that moving servers 
from UMass to the agency data center was under consideration as a cost 
saving measure. 

The lack of clarity regarding hosting decisions extends to the use of external 
service providers.  The decision to host the Mass.Gov State portal at Genuity 
was made by ITD.   Outsourcing appears to be an exception, considered only 
when the application is either highly specialized or requires technologies or 
expertise not available internally.  Outsourcing experience has been mostly 
favorable.  Shortfalls have resulted primarily from lack of consistent standards 
and from contracting deficiencies.   

In summary, some data centers serve a single agency and a single customer 
base.  Others serve multiple customer sets within the same agency.  Still 
others serve multiple sets of customers fo r several agencies.  Because of this 
seemingly systemic inconsistency, there is significant, unplanned and 
unmanaged overlap and redundancy in services, technologies, and functions. 
This redundancy is no doubt the result of having no consistent policy to 
determine which customers/agencies will be supported by what data center.   

d. Managing technical staff and keeping skills current is a challenge.   

Many agencies reported no issues with recruitment and retention.  They 
lauded the Technical Pay Law for its foresight and latitude in dealing with 
issues unique to technology staff. 

We did find some evidence that employees and employee skills may not be 
managed consistently in the Commonwealth.  Budget cuts were cited as 
affecting the ability to maintain expertise levels, as training and conference 
spending has been all but eliminated. 

In some instances agencies reported employees are hired for a particular skill 
set, and receive no further training – any skill improvement is at their own 
expense.  In other organizations, training on a particular technology or tool 
will be provided when a need is identified.  While in another organization, 
employees are given continuous professional development opportunities and 
needed skill sets are identified and managed. 

When data center managers were asked whether their employees are 
appropriately skilled, most managers replied affirmatively.  Their customers 
often have a different perception, however.  And, each data center manager 
perceived that their employees are more highly skilled than those in other data 
centers.   
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e.  Disaster recovery and business continuity planning ranges from haphazard to 
world-class. 

Business continuity is a key area of statewide standardization that holds 
substantial potential benefit.  However, because ITD does not host all the data 
centers in the state government, it cannot contract for business continuity 
services statewide.   

Of the data centers evaluated for this report, only the Department of 
Transitional Assistance has redundant off-site processing capacity in place 
and successfully tested.  Department of Transitional Assistance (DTA) runs its 
own data center, and provides its own strategic plan and business continuity 
plan for its network and data center.  These plans include: 

• A SunGard contract for data center recovery in Philadelphia. 
• A full mesh frame relay WAN directly from Verizon for network 

redundancy. 
• Network connections provisioned to SunGard, ITD, and Comdisco 

(ITD’s data center business continuity provider). 

Each of these components of a business continuity plan is both necessary and 
very expensive, and each could be leveraged at a higher level to realize 
substantial savings—if there were enforceable statewide standards, policies, 
and processes for communications networks and other IT infrastructure. 

All data centers should have some form of backup and off-site storage of 
critical data.  Most off-site data storage is within the same metropolitan area 
as the data center.  This proximity poses the risk that both the original data 
center and the off-site location will be subject to the same catastrophe. 

f. Planning a second data center may be premature. 

Disaster tolerance is the ability to maintain ongoing productive operations 
even in the face of a catastrophe.  A second data center would improve  
disaster tolerance because it allows operations to rapidly shift to the second, 
redundant data center. 

Improving disaster tolerance is on the minds of data center managers.  And, 
the IBM team was provided with a series of studies regarding the possibility 
of a second data center. 

These plans are necessary, but in one sense premature:  planning a second data 
center for fail-over requires knowing the current state.  It seems clear that the 
Commonwealth does not know whether the applications in their data center 
facility are the most critical.  It is also clear that the Commonwealth does not 
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have a complete picture of what it has (where servers are located, their 
configuration, their connectivity requirements, and their mission criticality). 

It is clear that several data centers exist:  MITC and UMass being the two 
largest.  Other agency data centers also form part of the data center 
infrastructure.  It may be possible to leverage this pool of resources, rather 
than designing a new, second data center. 

g. Responsiveness and customer service at ITD leave much to be desired. 

The smaller data centers with smaller customer sets under control of a single 
agency satisfy their customers to a greater degree than large multi-agency 
supporting data centers.  Common complaints from ITD customers, for 
example, include, “ they don’t know anything about customer service” or 
“customers aren’t important to them.”  One such complaint came from a 
customer who was otherwise happy with ITD services. 

There can be many reasons for low customer satisfaction, but it usually can be 
traced to poor customer service.  This is often due to a lack of customer-
centric management and no customer-related performance measures. 

5. Networks 

CURRENT ENVIRONMENT 

In the network arena, the IT Strategy team focused on the degree to which the 
current infrastructure’s functionality, security, and interoperability facilitate 
agencies’ ability to work together effectively to meet the needs of citizens, 
businesses, and other state agencies. 

The Commonwealth of Massachusetts does not have a unified 
telecommunications infrastructure to provide voice and data network access for 
Commonwealth employees and citizens.  Rather, there is a loose federation of 
several vertical wide area networks run by ITD and other state agencies 
interconnected horizontally by a backbone network provided by the Information 
Technology Division (ITD).  There are reported to be between 13 and 20 of these 
agency networks. 

Each agency provides and manages its own infrastructure hardware, support, and 
management, some working in cooperation with ITD, others working 
independently.   While some agencies are investigating and piloting projects, 
voice and data networks are not integrated. 

Providing a fast, secure single face of government to the citizens of the 
Commonwealth will require more consistency in network hardware, policies and 
management from the client to data center, especially as applications, data access, 
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and information security become more complex and enterprise critical.  The 
Commonwealth will need an enterprise network design that is planned for optimal 
performance, monitoring, information access, and information security. 

KEY OBSERVATIONS 

a. There is no unified planning for voice and data networks, either operationally 
or strategically. 

While much of the focus of this report has been on the consolidation of data 
networks between state agencies into a common statewide data network, there 
are also unrealized opportunities for unified planning of voice and data 
networks within state government. 

The separation begins with the procurement process.  The Commonwealth 
procures network services, including data networks and voice networks, 
through separate blanket work orders that it has prepared and signed with 
various vendors.  The separate work orders reflect the organizational structure 
within ITD:  there are separate voice and data network groups reporting to the 
Director of Communication Services. 

Verizon, the primary supplier of voice and data circuits to the 
Commonwealth, reported that ITD plays a very limited role in voice networks, 
basically just establishing and managing the blanket work order for voice 
networks.  While Verizon offers strategic planning services to plan for the 
operational and strategic consolidation of voice and data networks, the 
Commonwealth has not taken advantage of these services. 

This lack of planning is true across the Commonwealth.  Only one agency that 
we interviewed, the Department of Employment and Training (DET), had 
clearly identified the costs and lost business opportunities of separate voice 
and data networks, and had taken first steps toward a unified strategic plan for 
its voice and data networks. 

b. The Commonwealth needs to capitalize on the opportunities and models it 
already has to leverage network infrastructure. 

While our review uncovered many problems in the areas of communication, 
infrastructure, architecture, and direction, resulting in lost opportunities, 
duplicated efforts, and wasted budget dollars, there are already models within 
Massachusetts state government that point to future opportunities for sharing 
network infrastructure across the enterprise. 

Construction in April 1997 marked the start of The Massachusetts Information 
Turnpike Initiative (MITI) high-speed backbone.  The dark fiber installed 
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along the Massachusetts Turnpike is available for shared use by the State 
(ITD) and the University of Massachusetts (UMass).  The university lights the 
fiber at OC-192, which provides 10 GB of bandwidth, serving as the backbone 
between UMass campuses and between community colleges in Massachusetts, 
and also provides video teleconferencing.  UMass won the community college 
services by competing and winning an open, competitive RFP to provide 
Internet access for community colleges, and provides “very stable” service. 

UMass also provides Internet services to the Massachusetts Public Library 
consortium and limited state agency regional office connectivity.  With all 
these services already traveling on their backbone, UMass believes they have 
plenty of capacity to serve as a backbone statewide. 

Another shared network infrastructure initiative was the Massachusetts 
Corporation for Educational Technology (MCET), a quasi-public authority 
that was chartered in August 1999 to implement a self-supporting statewide 
education network.  The goal of MCET was to aggregate network services for 
1,800 school sites and provide network services at lower flat rates statewide. 

Schools were not mandated to use MCET services, so MCET marketed 
against third-party service offerings and prices to connect 120 school sites by 
fall 2000, with 250 to 300 candidate schools in the pipeline.  However, when 
the telecom industry bubble burst, and the DSL company providing most of 
the WAN links went bankrupt in January 2001, MCET negotiated with 
Verizon to switch all schools in the MCET network to Verizon service by 
June 2001. 

These partial successes serve as models that demonstrate the benefits of 
working together to consolidate networks, data centers, and services.  As one 
interviewee said, “Just because we can build our own silo doesn’t mean we 
should build our own silo.”  Agencies would benefit from shared experiences 
in areas where other agencies have successfully mastered a problem, policy, 
or process. 

c. There is duplication of people, policies, processes, and assets within the 
network infrastructure. 

ITD provides the MAGNET wide area network, which serves as a backbone 
between the 13 to 20 different agency WANs.  ITD runs a data center 
providing floor and rack space, environmental controls, tape backup, system 
administration and monitoring, database administration, network and security, 
and backup and recovery.  Even though this sounds like the basis for a 
consolidated central information service, too often agency boundaries and 
requirements result in the duplication of people, policies, processes, and 
infrastructures. 
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For example, the Department of Revenue (DOR) has a complete parallel 
infrastructure to ITD: 

• Network 
• Data center 

• Security 
• Network monitoring 

While state and federal law and regulatory mandates do not specifically 
require a separate network, DOR has built a separate network as its best effort 
to meet legal and mandatory requirements.  DOR meets its strict network and 
data security requirements on its own because it claims that ITD cannot. 

However well this environment may appear to work for DOR (and even for 
ITD), it results in the misallocation of resources at the enterprise level.  At 
another agency, network support staff consists of nine network engineers 
(three in Boston, six in the field statewide) and four Help Desk staff in 
Boston.  Staff that is dedicated to one agency, its skills, tools, and regional 
field support, cannot be leveraged by other agencies. 

As another example, one agency bought its own voice network switch in a 
building where ITD already owned a switch with sufficient capacity to serve 
both agencies, even after ITD had documented available capacity and over 
$30,000/year savings from sharing the existing switch.  While ITD 
documented the savings, their span of control did not extend to requiring that 
the other agency use the shared switch to realize the cost savings. 

It is clear that some savings can be achieved through leveraging shared 
infrastructure and aggregating demand. 

d. Rigorous management processes exist and should be used. 

The Department of Public Health (DPH) change management process 
provides an example of a duplicate process.  ITD would sometimes make 
network router changes on the fly during the day, which would occasionally 
cause DPH network-user downtime.  DPH developed and thoroughly 
documented an infrastructure change management process and implemented it 
as a simple Web application that all DPH network and key business staff can 
access to approve or disapprove network changes. 

DPH required ITD to use the DPH Infrastructure Change Management system 
for changes to the DPH network.  ITD agreed, and uses the system for DPH 
network changes.  However, when DPH offered the system to ITD for use 
statewide, ITD declined. 
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e. Service level agreements and enterprise monitoring tools are missing, 
resulting in “finger pointing”. 

The difficulty of monitoring and troubleshooting communications network 
problems increases exponentially as the number of separate interconnecting 
networks increases. 

This problem stood out very clearly in every interview with every agency.  It 
is a long-established axiom of networking that fingers point in both directions 
at every line of demarcation between networks.  The owner of each 
connecting network (whether state agency, ITD, Verizon, or other third-party) 
is certain that their network is optimally configured, administered, and 
supported so that it is providing optimal connectivity for its customers.  And 
each owner may well be right within the boundaries of his own network. 

But networks interconnect, and since each network is optimally configured, 
administered, and supported, it only follows that troubleshooting network 
problems must begin with the other fellow’s network, not one’s own.  And, 
thus, the finger-pointing begins. 

While this axiom still holds true when a third-party such as Verizon provides 
wide area network (WAN) connections between remote locations, the 
negative effects of finger pointing in this relationship are reduced by service 
level agreements, enterprise- level industry-standard monitoring tools and 
policies, and (usually) well- trained support staff specializing in WAN 
connectivity. 

However, when the network interconnects are between agencies, or between 
agencies and ITD, these ameliorating effects are not always in place.  ITD 
does not provide service level agreements for its services or agency 
monitoring tools.  Their skills in deploying them vary widely, and often 
overworked and under-trained agency staff may not be WAN specialists 
capable of using the tools to quickly and accurately troubleshoot network 
problems, resulting in (of course) increased finger pointing. 

f. Despite its shortcomings, the network does work. 

While the communications network architecture may not be planned or pretty, 
it works.  None of the interviewees ment ioned that the performance or 
reliability of their network, from the client out to the enterprise out to the 
Internet, was an ongoing problem.  While our interviews uncovered many 
problems in the areas of communication, infrastructure, architecture, and 
direction, resulting in lost opportunities, duplicated efforts, and wasted budget 
dollars, the network users in the state government of Massachusetts are still 
getting good network connectivity. 
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This is not always the case in enterprises of this size, so this is a signal 
success.  No interviewee volunteered that user satisfaction with the network 
was a problem, and since users are never shy about voicing that complaint if it 
exists, this is a good indicator that network connectivity is not a major 
problem for the state agency network users.  And when directly questioned 
about user satisfaction with the network, interviewees said that technical 
problems with the networks were not the driving force behind this report. 

This positive finding offers a solid platform of success to build on for the 
future.  However, it also raises a flag of caution for attempts to consolidate 
networks as a result of this study.  Some interviewees said that they would not 
be willing to give up their stand-alone network to participate in a consolidated 
statewide network precisely because their present network is so reliable. 

g. The state network architecture is a barrier, not a conduit, for data access. 

The multiple agency networks (between 13 and 20 depending on who is 
counting) connecting to the ITD MAGNET wide area network means multiple 
firewalls are needed to protect both sides of most connections.  Besides being 
an expensive duplication of hardware, software, policy-making, configuration, 
support and monitoring, the multiple interconnects and firewalls make the 
network architecture a barrier to data access, not a conduit for data access. 

It also makes implementing standard firewall policies difficult.  Since there is 
a lack of awareness and compliance with ITD policies, there is no standard 
firewall software, and there is no consistency in the staff that is implementing 
the policies. 

h. The cumulative cost of disjointed networks is substantial. 

The interview process revealed several areas of hidden costs that 
Massachusetts pays by maintaining the MAGNET wide area network and the 
many different agency networks.  While we have discussed some of these 
costs elsewhere, it is instructive to list them in one place to see the cumulative 
impact of the hidden costs, and realize the potential for dollar savings and 
service improvements to be gained by addressing them: 

• Application vs. Network Accusations :  A variant on the finger pointing 
that occurs between networks, this makes troubleshooting problems of 
Web-based applications that depend on the network very difficult to 
trace to either the network or the application, leading to finger pointing 
between the network staff and the application developers.  This results 
in more application downtime, leading to unwanted cost. 

• Cost of Application Downtime:  When networks do not cooperate and 
network monitoring does not reach end to end, troubleshooting is 
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difficult and slow, applications are not accessible, and there are costs 
associated with application downtime. 

• Non-Technical People in Agencies Making Technical Decisions:  
Agency staff who want to focus on the business often have to focus on 
the technology that helps them transact their business. 

• Lack of Standards and Enforcement:  No one is in charge, and the 
rules are undocumented or unenforceable. 

• No Strategic Planning:  With no road map for moving forward 
strategically, it is easy to get lost in the day-to-day tactical changes.  
Unplanned network hardware upgrades, security policy changes, and 
infrastructure configuration changes may break interconnected 
networks that used to work, and with no strategic roadmap, resolving 
the tactical disconnects to get back to where things worked may 
require more than just a single fix, and may prove to be impossible.   

• “Flavor of the Month” Technology:  This greatly increases the 
potential for non-standard and incompatible hardware and software 
with no migration path. 

• Loss of Economy of Scale on Equipment and Services Purchase:  If 
everybody is buying their own hardware and services, the single unit 
costs to a single agency are higher than multi-unit costs shared across 
all departments. 

i. Limited ITD span of control results in the duplication of processes and tasks. 

This duplication results in the inefficient use of resources as agencies build 
duplicate, parallel teams, processes and policies.  ITD staff expressed their 
frustration at being unable to extend their “sphere of influence” to achieve 
statewide standardization of the communications network. 

Both ITD and other agencies talked about the need for a CIO with authority to 
enforce statewide standards, policies, and processes for communications 
networks and other IT infrastructure. 

6. Commission Considerations  

§ What governance structure can be put in place in order for the 
Commonwealth to manage infrastructure growth that includes leveraging 
existing investments and striking the appropriate balance between 
centralized and decentralized operations of networks and data centers?  

§ What changes are needed to ensure that procurements and contracts are 
consistent with enterprise goals and objectives? 
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§ How does the Commission define the IT enterprise and identify key 
stakeholders, recognizing that stakeholders are not just internal, but span 
disciplines, jurisdictions, and branches of government for policy and 
oversight?  

§ How can “total cost of ownership” or other consistent methods be used to 
account for fully burdened IT costs to accurately compare shared services 
versus local implementation costs? 

§ Should the Commonwealth establish enterprise project management and 
quality assurance methodologies?  What role should ITD have regarding 
monitoring project quality of agency applications? 

§ How does the Commonwealth promote and synchronize collaboration 
across jurisdictions and levels of government on continuity of operations 
plans (COOP), business continuity plans (BCP), and disaster recovery 
plans? 

§ How can the Commonwealth facilitate public-private relationships that 
will help identify the best solutions for secure data center operations and 
business continuity? 

§ What incentives can be established to foster cross-agency collaboration 
and enterprise approaches? 

§ Should service level metrics include the ability to withhold funding from 
one part of government to another? 
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F. SECURITY (OMITTED) 

This section has been removed; it is not available for public distribution. 
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G. PARTNERSHIPS: PROMOTING DIGITAL READINESS AND ECONOMIC DEVELOPMENT  

1. Overview 

The combination of an economic slowdown and the aftershock of September 11th 
have created historic budget shortfalls. At the same time, citizens, businesses and 
employees want their government to be as responsive, dependable, and efficient 
as other modern organizations. For the Commonwealth of Massachusetts to meet 
the demands of new service level requirements in a time of fiscal restraint 
requires new thinking and new approaches if it is going to provide more 
assistance to citizens at less cost.   

As both a provider and consumer of government services, the private sector offers 
a useful and unique perspective to managing IT and preparing government to 
meet its public-purpose mandates in the New Economy.  Whether it is assisting 
with the deployment of government services, providing infrastructure for 
economic development, or thought leadership, the private sector is a resource that 
should be leveraged. 

This section focuses on three key areas where the IT Commission should explore 
enterprise opportunities through public / private partnerships: 

§ Addressing “Digital Readiness”  

§ Promoting Economic Development  

§ Forming Strategic Alliances for the Delivery of Enterprise IT Services.   

2. Addressing “Digital Readiness” 

“Digital readiness” is becoming critically important as Mass.Gov gains 
momentum and more government services are moved to the Internet.  Access to 
technology is a must for citizens to log on to services and for private sector firms 
to compete in the new economy.  As both government and the commercial sector 
grapple with how to transform their economic and civic lives to the digital age, 
robust interaction between private and public sectors will be critical for the future. 

a. Even with successes such as Berkshire Connect, access to high-speed 
connectivity in all regions of the Commonwealth remains a challenge. 

Economic growth and development relies increasingly upon access to 
technologically sophisticated and competitively priced telecommunications 
infrastructure. Every sector of the Massachusetts innovation economy now 
utilizes the World Wide Web, whether it is the computerization of traditional 
business practices or conducting e-commerce. Access to the Internet is 
essential to remain competitive on a local, national and, increasingly, a global 
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scale. Nevertheless, some regions within Massachusetts suffer a competitive 
disadvantage in their ability to access the level of telecommunications 
infrastructure needed by techno logy-related industries that collectively 
represent the most significant growth opportunities in the Massachusetts’s 
economy. 

High-speed "broad-band" access is viewed as not only important but essential 
to the successful utilization of the Internet.  Promoting the deployment of 
competitive, broadband services throughout Massachusetts, in order to support 
economic development throughout the State, has become a priority that has 
been gaining momentum.  A great deal of progress has been made in recent 
years, providing needed Internet services to residents of every community in 
Massachusetts, and creating a robust infrastructure and supportive business 
climate for the Massachusetts’s firms that develop and sell Internet-related 
products. 

A couple of successful initiatives are underway to address connectivity in 
Massachusetts.  Berkshire County is home to roughly 135,000 people on the 
far-western edge of Massachusetts.  Known for its scenic beauty and cultural 
institutions, Berkshire County found its community facing the new economy 
with mediocre communication infrastructure and perceived itself as 
disadvantaged to be competitive.  Berkshire Connect launched a major 
initiative in 1997 focused on the “aggregation of demand,” to bring more 
affordable high-speed connectivity for small to medium-sized firms.  The 
effort has been a national model for connectivity initiatives for rural 
communities.25 

MassBroadband, led by the Massachusetts Technology Collaborative (MTC), 
is building on the successes of Berkshire Connect to promote the deployment 
of competitive, broadband services throughout Massachusetts.  MTC played a 
leadership role in the formation of Berkshire Connect. With its success, MTC 
moved on to Franklin-Hampshire-Hampden counties and collaborations in 
other regions of the Commonwealth. Each project is designed to stimulate 
competitive deployment of advanced telecommunications services.26 Started 
in partnership with the Massachusetts Software and Internet Council, the 
objective of the MassBroadband initiative is to promote connectivity in order 
to support economic development throughout the State, so that regions and 
communities within Massachusetts, that cannot obtain competitive broadband 
services, do not find themselves at a disadvantage, economically, socially, and 
educationally.  

                                                 
25 Sharon Eisner Gillett, “Berkshire Connect:  A Study of Demand Aggregation,” MIT Program for Internet and 
Telecon Convergences, Nov 2001. 
26 http://www.masstech.org/InnovationEconomy/telecom_projects.htm 
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Just as state governments focus investments on transportation and other 
infrastructure improvements vital to economic development, the 
Commonwealth must effectively address the “digital divide” by facilitating 
improved access to affordable broadband options. This solution will require 
an aggressive partnership between both the public and private sectors.  

3. Promoting Economic Development  

The Commonwealth, in general, is widely recognized as a global leader in 
technology and knowledge-based industries. Nevertheless, each of the seven 
economic development regions, as defined by the Department of Economic 
Development, has its unique challenges and opportunities.  In meeting its public 
purpose charter, creating a business-friendly environment in which to assist firms 
to start, relocate or expand their enterprises throughout the Commonwealth,  
appears to be a top priority.  This business-friendly environment can be 
accomplished in two ways.  First, by having a world-class technology 
infrastructure in place, which is critical to recruiting firms of all sizes. Second, 
by having government at all levels use technology effectively to improve the 
delivery of government services, which can be an effective tool in promoting and 
expanding jobs and new investments in the Commonwealth. 

a. Massachusetts has developed a comprehensive strategic framework for long-
term economic prosperity in the Commonwealth. 

The development of a strategic framework for long-term economic prosperity 
places the Commonwealth in a position of national leadership in addressing 
economic competitiveness in today’s economy.   The report, Toward a New 
Prosperity, assesses the profound economic transition the Massachusetts’s 
economy has experienced over the past ten years to a “New Economy.”27  The 
three-part report presents a strategic framework by highlighting competitive 
imperatives that must be addressed to promote a healthy debate around the 
Commonwealth’s economic future. 

b. MassConnect is a positive step forward in coordinating public and private 
resources towards economic development from an enterprise perspective. 

Massachusetts has a wealth of economic development organizations, services, 
and information resources located throughout the Commonwealth, yet these 
resources are often difficult to identify, access, and navigate. The 
Massachusetts Technology Collaborative and the Department of Economic 
Development (DED) are working together to coordinate economic 

                                                 
27 Commonwealth of Massachusetts, Department of Economic Development, Toward a New Prosperity:  
Building Regional Competitiveness Across the Commonwealth, Oct 2002: 
http://www.mass.gov/econ/newprosperity. 
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development resources using Web-enabled technology. The initiative, 
currently ident ified as MassConnect, will introduce a new Web platform that 
will enable citizens, companies, and organizations to access economic 
development resources more effectively within the Commonwealth.  
Leveraging private sector resources, MassConnect will provide the business 
community with “one-stop access” to all of the tools needed to help 
businesses grow and prosper.  Through the sponsorship of the DED, this 
portal will serve as a gateway to the services, programs, data, and information 
related to Massachusetts's economic development. 

Through a customer-centric approach, MassConnect will bring together the 
breadth and depth of the Commonwealth's resources in one place. Simple, 
cross-organizational navigation and a robust search function will make it easy 
to find the right resources, whatever the size or type of business.   

The MassConnect project is divided into three phases: 
• Significantly improve interim online services and presence by 

launching a customer-driven web site, adding intention-based 
functionality. 

• Full integration with Mass.Gov portal by providing an “Economic 
Development Channel” in order to maximize the economic 
development presence on Mass.Gov. 

• Develop private/public online economic development resources 
linking private and public resources, enhancing public/private 
partnerships through the Mass.Gov "Business Virtual Agency" and 
creating a shared Economic Development Network. 

MassConnect has the potential to provide businesses in Massachusetts with 
access to Web-enabled tools that can help them succeed. This online 
information portal will provide a single point of entry to all of the State's 
business-related services, programs, and information. This critical initiative 
will involve an ongoing dialogue between DED and its many constituents: the 
business community, the Legislature, other state agencies, the media, and the 
general public.  

c. To present a single face of government, the Commonwealth’s definition of 
enterprise must extend to include cities and towns. 

In building public-public partnerships, state government must include local 
government in seeking to maximize efficiencies, capitalize on synergies, and 
leverage economies of scale.  The Commonwealth has already made several 
inroads in this area with regard to public-public partnerships: 
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• Cities and towns can purchase goods and services using state 
procurement contracts. 

• The Comptroller’s Office offers services to municipal tax collectors 
and comptrollers.  For example, the Comptroller built a VendorWeb 
application to facilitate vendors’ ability to reconcile electronic fund 
transfer payments received from state agencies.  A similar front-end 
was developed for use by cities and towns.  The Comptroller’s 
MASSfinance homepage (http://www.massfinance.state.ma.us ) has 
tailored its CommonCents section to include a Cities and Towns 
category.  Now, municipalities can view all Commonwealth payments 
made to every city and town in the Commonwealth, at transaction-
level detail.  The line item detail provided now makes it practical for 
cities and towns to accept electronic funds transfers (EFT) rather than 
individual checks.  (It costs .05 cents per EFT rather than .50 cents per 
check to process.)  The improved presentation of information in these 
applications also assists state agency employees in answering 
questions from vendors and municipalities. 

• In 2003, the Comptroller plans to assist cities and towns in reducing 
their uncollected debt. 

• ITD’s Mass.Gov office is currently working with select communities 
within the I-495 corridor who will serve as demonstration sites for the 
creation of new online municipal services.  As part of this initiative, a 
Web-based application will be developed which will focus on 
municipal services pertaining to land use regulation and permitting, 
community development and growth management. 

While this progress is noteworthy, there are still areas where a “single face” of 
government remains elusive.  Interviewees reported one particularly 
frustrating area for citizens is the inability to pay for civil infractions (parking 
tickets) when renewing a vehicle registration or license.   

4. Forming Strategic Alliances for the Delivery of Enterprise IT Services 

State and local governments around the country are increasing their partnership 
with the private sector to improve efficiency, acquire expertise, and ease the 
financial burden of increased responsibilities.  According to Gartner, “They (the 
private sector) are becoming more flexible in establishing strategic alliances for 
longer time periods to benefit from continuing technical and managerial 
assistance. The availability of this expertise often has value beyond original 
product and service specification.”28  

                                                 
28 Rishi Sood, “Trends in the US State and Local Government – Market Trends,” Gartner, 19 Mar 2002. 
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a. Current legal framework and existing culture limits private sector 
outsourcing.  

There is limited outsourcing of government IT services currently underway in 
the Commonwealth due to the existing legal framework and culture of ITD or 
agencies to “insource versus outsource” most enterprise IT services. 
Outsourcing of government services has been debated aggressively in recent 
years. Any type of sourcing with the private sector needs to take into account 
the total cost of the delivery of the services, service level agreements, and 
management oversight that protects the Commonwealth. The benefit of 
private sector outsourcing should be optimal when a particular service or 
function is determined not to be a core business competency, and the 
government organization has a low ability to execute the service or function 
successfully. 

5. Commission Considerations  

The IBM team offers the following thoughts for the Commission’s consideration 
regarding public/private partnerships: 

§ What role can the private sector play in promoting “digital readiness” 
throughout the Commonwealth? 

§ How can the Commission benefit from private sector thought leadership in 
streamlining and improving government service? 

§ How can the private sector assist the Commonwealth in bringing 
investments and jobs to Massachusetts? 

§ What should the Commonwealth’s position be in utilizing private sector 
firms for the delivery of enterprise IT services? 
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